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Abstract

Electrical power systems with their components such as generation, network, control and transmission equipment, manage-
ment systems, and electrical loads are the backbone of modern life. Historical power outages caused by natural disasters or
human failures show huge losses to the economy, environment, healthcare, and people’s lives. This paper presents a system-
atic review on three interconnected dimensions of (1) electric power system resilience (2) the electricity supply for/through
Electric Vehicles (EVs), and (3) social vulnerability to power outages. This paper contributes to the existing literature and
research by highlighting the importance of considering social vulnerability in the context of power system resilience and
EVs, providing insights into addressing inequities in access to backup power resources during power outages. This paper
first reviews power system resilience focusing on qualitative and quantitative metrics, evaluation methods, and planning and
operation-based enhancement strategies for electric power systems during prolonged outages through microgrids, energy
storage systems (e.g., battery, power-to-gas, and hydrogen energy storage systems), renewable energy sources, and demand
response schemes. In addition, this study contributes to in-depth examination of the evolving role of EVs, as a backup power
supply, in enhancing power system resilience by exploring the EV applications such as vehicle-to-home/building, grid-to-
vehicle, and vehicle-to-vehicle or the utilization of second life of EV batteries. Transportation electrification has escalated
the interdependency of power and transportation sectors, posing challenges during prolonged power outages. Therefore,
in the next part, the resilient strategies for providing electricity supply and charging services for EVs are discussed such as
deployments of battery swapping technology and mobile battery trucks (MBTs), as well as designing sustainable off-grid
charging stations. It offers insights into innovative solutions for ensuring continuous electricity supply for EVs during outages.
In the section on social vulnerability to power outages, this paper first reviews the most socioeconomic and demographic
indicators involved in the quantification of social vulnerability to power outages. Afterward, the association between energy
equity on social vulnerability to power outages is discussed such as inequity in backup power resources and power recovery
and restoration. The study examines the existing challenges and research gaps related to the power system resilience, the
electric power supply for/through EVs, social vulnerability, and inequity access to resources during extended power outages
and proposes potential research directions to address these gaps and build upon future studies.

Keywords Energy equity - Electric Vehicle (EV) - Microgrid - Power outage - Power system resilience - Renewable energy
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Introduction

The severity and frequency of natural disasters, such as
ice storms, heat waves, and hurricanes has exponentially
increased in the US. Disaster events incurred $2,541.1 bil-
lion in costs to the US economy, industry, infrastructure, and
equipment by May 2023 [1]. Power outages caused by either
natural or anthropogenic disasters have a significant impact
on several sectors, including health services [2], data com-
munication [3], urban safety and security [4], supply chain
and logistics [5], and transportation and traffic management
[6]. The power system is a key aspect of a city’s resilience,
which supports essential services from lighting to commu-
nication networks and healthcare facilities.

The occurrence of prolonged power outages in the US,
both in the past and present, indicates that the reliability of
the electricity supply has not received sufficient attention in
terms of research and development, despite the existence
of initiatives such as the Federal Energy Regulatory Com-
mission (FERC) promoting “Reliable Energy Supply” [7].
For example, In 2022, California experienced 39 instances
of unplanned power outages caused by severe weather and
international attacks totaling 414 h, while Texas had 31 out-
ages lasting 740 h, and Louisiana faced 16 outages amount-
ing to 697 h [8]. An illustrative example is two recent signifi-
cant disturbances and unplanned power outages in California
in Tuolumne and Los Angeles on January 1st and April 14th,
2022, aggregating 4 h and 28 min outage duration. A con-
siderable 167 megawatts were lost, and a total of 263,974
customers were affected [9]. In February 2021, Texas was hit
by an intense winter storm, resulting in a substantial electric-
ity generation failure that caused a power outage impacting
more than 4.5 million households [10]. Blackouts are on
the rise in other countries such as Pakistan, Bangladesh and
China with even minor issues triggering a cascading effect
throughout the nation’s electricity networks [11]. These
severe weather-related power failures have prompted many
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institutions and governments to acknowledge the urgent
necessity of enhancing the power grid’s resilience to extreme
weather events.

Power systems encompass a range of elements, including
generators, physical and cyber networks, control equipment,
and loads, each possessing distinct attributes, making them
vulnerable to various forms of extreme events. For instance,
flooding can adversely affect generators, leading to power
shortages [12]. Heatwaves, wind, and ice storms can damage
transmission and distribution systems, resulting in black-
outs and widespread failures [13]. A resilient power system
should be able to respond quickly to disruptions and restore
service, even during emergencies. Cities that have invested
in grid upgrades, backup power systems, and alternative
energy sources, such as renewable-based microgrids, bat-
tery energy storage systems (BESSs), and renewable energy
sources (RESs), are better equipped to handle crises [14].
They become less reliant on centralized power sources and
can maintain critical services, ensuring the city continues
functioning even during challenging times. Despite efforts
to augment the resiliency of power systems, there remains a
significant lack of investigation into the distinct vulnerabili-
ties of power systems to various natural and human-caused
catastrophes. This encompasses understanding the specific
impacts of different extreme events on power generation,
transmission, and distribution infrastructure, as well as
assessing the effectiveness of resilience measures in man-
aging these vulnerabilities.

In addition to the power system, Electric vehicles (EVs)
are pivotal for enhancing resilience, as they offer support
during extended power disruptions. Specifically, EVs con-
tribute to the power system resilience by supplying backup
power during outages, storing RES surplus, and delivering
additional services like managing frequency and ensuring
voltage stability. The increasing adoption of EVs can be
credited to progress in battery technology and the support
provided by government subsidies [15]. The rapid expan-
sion of EV sales has continued to increase their market
share, climbing from approximately 14% in 2022 to 18%
in 2023 globally [16]. The interconnection of EV transpor-
tation and power systems, particularly with the emergence
of transportation electrification, presents EVs with oppor-
tunities to contribute to the power grid by offering ancil-
lary services, supporting energy consumption of RESs and
BESSs, and serving as backup resources [17]. Furthermore,
with the growing availability of larger battery capacities,
for instance, in mobile battery trucks (MBTs), and boosted
driving efficiency, EVs can function as flexible loads at the
grid’s edge while meeting the mobility requirements of
their users [18]. For instance, it is possible to balance the
supply and demand of electricity and lessen the strain on
the power system during peak periods or in the event of
outages by leveraging the backup energy capacity of EV
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batteries and demand response (DR) schemes [19]. However,
EV users may not be encouraged to share their batteries to
participate in power restoration since they need their EVs
for their own mobility and emergency services. Indeed, the
more EV uptake and transportation electrification grow, the
more charging facilities need to be provided for EVs. EVs
have a significant contribution to boost power system resil-
ience by acting as decentralized energy sources. Nonethe-
less, it is vital to consider that while EVs can be beneficial
during such events, disadvantaged communities might face
increased vulnerability to power outages due to their access
to neither backup power nor EV charging stations. There
is a lack of comprehensive research on integrating EVs to
enhance power system resilience consisting of understand-
ing technical, regulatory, and operational obstacles to effec-
tively utilizing EVs for grid support during disasters. There
is limited knowledge concerning how grid support activities
impact EV battery life and overall performance assessing
potential degradation effects from frequent charging and
discharging cycles on EV batteries during power outages.
Moreover, there is insufficient research on the infrastructure
needs for supplying electricity to EVs on disasters includ-
ing comprehending the essential infrastructure investments,
such as backup power systems and charging infrastructure,
required to guarantee dependable EV functionality during
outages.

Although prolonged power outages can lead to significant
economic and environmental harm, the potential humanitar-
ian disaster caused by the disruption of emergency services
and backup power can surpass the financial losses experi-
enced [20]. Therefore, social vulnerability indicators in the
context of multi-hazards are commonly employed to assess
the varying susceptibility of populations to the effects of dis-
asters leading to prolonged power outages. Researchers have
conducted practical studies employing various indicators of
societal vulnerability to analyze the consequences of disas-
ters, such as mortality, financial losses, displacement, and
reliance on public assistance [21]. Indicators such as demo-
graphics, land ownership, living conditions, socioeconomic
status, health, risk perception, access to resources such as
backup power, and exposure influence the susceptibility and
resistance of populations to natural disasters. These indi-
cators, known as determinants of social vulnerability, vary
from place to place and affect people’s ability to withstand
and recover from hazard events [22]. People who are simi-
larly exposed to hazards often experience different impacts
due to variations in these determinants. Furthermore, these
capacities can differ depending on the type of hazard faced.
Therefore, it is crucial to identify the processes that con-
tribute to unequal conditions and disproportionate burdens,
affecting social vulnerability across various disasters and
disruptions [23]. Current research lacks a thorough evalu-
ation of the social vulnerability to power outages and how

socio-economic factors, and resource accessibility shape
the people vulnerability to outage impacts, including equity
access to electrical services, healthcare, and transportation.
There is a scarcity of research examining the intersectional
dynamics of social vulnerability factors and their cumulative
impacts on outage consequences. Studies on community-
level resilience to power outages, particularly in disadvan-
taged and marginalized communities, are limited consider-
ing the equity access to EV charging infrastructure. These
research gaps partly stem from limited access to information
and data concerning how people cope with power outages.

Building upon a foundation of existing research, this
paper provides a comprehensive review within the broader
landscape of the interconnections between electric power
system resilience, the electricity supply for/through EVs,
and social vulnerability to power outages. The review of
electric power system resilience investigates qualitative and
quantitative evaluation metrics, and planning and operation-
based enhancement strategies for improving power system
resilience through various means including microgrids,
RESs, ESSs, MBTs, DR schemes, and EVs. It is crucial
to recognize the valuable contribution of previous review
studies in this field.

The studies [24-31] have laid vital groundwork in
understanding various aspects of power system resilience,
including analyzing the impact of disaster-related power
outages, quantifying their effects on generation, networks,
and loads, and exploring strategies to enhance resilience.
For instance, the paper [24] provides a thorough examina-
tion of literature concerning power system resilience from
diverse perspectives. It begins by reviewing established
safety concepts within power systems considering large-
scale power outages. Definitions and complex features
of resilience within the power system domain are then
explored. The study further delves into recent frameworks,
resilience curves, and quantitative metrics proposed for
assessing power system resilience, alongside a summary
of strategies aimed at enhancing resilience. The paper
[25] investigates the systematic review of power system
resilience through four key dimensions: (1) assessing
the effects of natural disasters on generation, networks,
and loads; (2) measuring these effects to guide resilience
enhancement endeavors; (4) suggesting adaptation strate-
gies at both individual component and overall system lev-
els, such as optimized scheduling of power sources; and
(4) discussing future avenues for research. The scholar in
[31] conducted a literature review concentrating on meth-
ods and modeling techniques utilized to evaluate the cost
of power system outages and the value of enhancing out-
age mitigation or system resilience. Furthermore, it identi-
fies key questions from stakeholders regarding resilience
investments and aligns them with relevant models capable
of addressing them. Comparing this paper with existing
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studies, the paper discusses the need for coordinated
planning and operation strategies to supply power to EVs,
highlighting the importance of updated public policies
and addressing social inequities in power outage manage-
ment. By synthesizing existing literature and providing
recommendations for future research directions, this study
contributes significantly to the ongoing efforts to enhance
power system resilience, integrate EVs into the grid, and
address social vulnerability to power outages. Our study
builds on these insights, focusing on the interconnected-
ness of electric power system resilience, the power system
resilience for and through EVs, and social vulnerability
to outages. We identify research gaps and suggest future
directions, providing recommendations for standardized
resilience definitions, qualitative and quantitative metrics,
assessment methods, and enhancement strategies. Addi-
tionally, we address energy justice concerns, particularly
regarding access to emergency services and backup power
during outages. Our deliberate choice of these dimensions
reflects their significant role in addressing the complex
challenges posed by power disruptions, especially how
they intersect and impact different societal segments.

The rest of this paper is organized as follows accord-
ing to the illustration in Fig. 1. Second section discusses
the systematic review approach used to evaluate the exist-
ing literature on the quantitative and qualitative resilience
metrics for electric power systems, as well as enhance-
ment strategies for electric power system resilience. Third
section examines the EVs, as assets or liabilities for the
electric power grid in the electric power systems. Fourth
section discusses the existing quantification of social
vulnerability indexes and the connection between social
equity and social vulnerability to power outages. Finally,
the conclusion is provided in fifth section.
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Fig.1 The overarching structure of the paper
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Review Methodology

This paper provides a comprehensive examination of con-
temporary approaches, metrics, and enhancement strategies
related to three interconnected dimensions of (1) electric
power system resilience in terms of evaluation metrics and
planning and operation-based enhancement strategies for
electric power system resilience through the advancements
in modern power systems such as RESs, ESSs, sustainable
microgrids, and control equipment, (2) EVs as a backup power
supply contributing to power system resilience and resilience
enhancement strategies and power supply for EVs during out-
ages, and (3) social vulnerability to power outages by assessing
the susceptibility of populations to the effects of prolonged
power outages considering the equity access to backup power
on disasters. The review methodology adopted for this paper
involves a systematic approach to identify, select, and ana-
lyze relevant literature pertaining to electric power system
resilience, EVs, and social vulnerability to power outages.
The systematic review process is structured to ensure trans-
parency and rigor in identifying key insights from the exist-
ing literature. Approximately 700 publications were initially
identified, with around 400 chosen for careful reading based
on a comprehensive examination of title, abstract, conclusion,
and full text. Figure 2 illustrates the number and percentage
of reviewed papers per section (electric power system, EVs,
and society) per publication year. Table 1 illustrates the main
keywords used for searching for various sections. Moreover,
about 65% of the reviewed papers were screened through their
title, abstract, and introduction parts while the rest were fully
screened. Keywords were strategically combined into primary
categories to capture relevant literature on electric power sys-
tem resilience, EVs, and social vulnerability to power outages.
The review process commenced with an extensive search of
scholarly literature across various databases, including IEEE
Xplore, ScienceDirect, Web of Science, Springer, Scopus,
and relevant search engines. Figure 3 depicts the references
of this review paper that have been collected through various
databases consisting of IEEE Xplore, ScienceDirect, Web of
Science, Springer, Scopus, and search engines. A set of prede-
fined criteria was established to guide the selection of papers
for inclusion in the review encompassing factors such as rele-
vance to the topic, publication date, and the quality of research
methodology employed. Papers were screened based on their
title, abstract, and introduction to determine their suitability
for further examination. Selected papers underwent a thorough
assessment of quality to ensure the reliability and credibility
of the findings. Criteria for quality evaluation included the
rigor of research methods and the relevance of the research
to the review objectives. Relevant data and insights were
extracted from the selected papers and synthesized to identify
patterns, themes, and key findings related to electric power
system resilience, EVs, and social vulnerability. This synthesis

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



Smart Grids and Sustainable Energy (2024) 9:23 Page50f41 23
Table 1 The keywords used to search for the reviewed papers in each section
Section/Keywords Keyword #1 Keyword #2 Keyword #3 Keyword #4 Keyword #5 Keyword #6
Electrical Power ~ Power Outage Quantitative Microgrid RESs and ESSs Power-To-Gas Demand Response
System Resil- Restoration and Qualita- (P2G) (DR)
ience tive Resilience
Metrics
EVs Mobile Charging  Second Life of EV  Vehicle-To- Charging Station ~ On-Site Stationary Battery Swapping
Station Batteries Home/Building ESSs Technology
(V2H/B)
Social Vulner- Social Vulnerabil-  Social Energy Access To RESs Power Restoration Backup Power Power Outage
ability Index to ity Index Equity and ESSs Duration

Power Outages

=
S

Il Power System Resilience
I EV
Social Vulnerability

Number of reviewed papers
(33 9 P wn [
=1 (=] (=] (=] (=]

S

o

vy vy = ~ 0 =) (=1 — o
—_ — —_ — — — I o (=
=3 (=3 (=] (=3 (=] (=] (=3 (=3 (=3
o N N (] N o (3 (&) N
©
]
g Year
@

2023

Before 2015 2024

2015
2016

2023

2017
59
153 9%5% o 4s
419

2018 4.4%

5.4%

8.8%
2019 2022

12.2%

2020

2024

2021

Fig.2 The number and percentage of reviewed publications per publication year

process involved organizing extracted information to facilitate
a coherent narrative and analysis. The review on power system
resilience, the power system resilience for/through EVs, and
social vulnerability to power outages operates under several
key assumptions. Firstly, it assumes that the gathered literature
provides a comprehensive representation of research on power
system resilience, EVs, and social vulnerability. This is based
on the thorough search methodology employed including
major databases and relevant keywords (Table 1). Secondary,
it assumes that evaluation metrics and enhancement strategies
discussed are broadly applicable across diverse power system
contexts, despite potential variations in regulations. Lastly, it
assumes that reviewed studies accurately depict the power sys-
tem resilience, EVs, and social vulnerability.

Electric Power System Resiliency:
Challenges, Metrics, and Enhancement
Strategies

In recent years, the electricity demand has seen a steep
increase, largely due to factors such as robust economic,
population growth, and urban expansion. This surge in
electricity demand and the inability of the present energy
network to sustainably supply this demand has led to mul-
tiple pressing problems, including a fossil fuel shortage,
environmental degradation, and climate change, which are
seriously obstructing the sustainable growth of society.
These challenges are particularly evident in developing
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nations, with the US being a notable example. In the US,
the accumulated electricity consumption by residential,
commercial, industrial, and transportation sectors reached
approximately 4,300 billion kWh in 2022, with a growth
rate of 125.86% over the previous 30 years [32]. Electricity
consumption in US cities reached 4.05 trillion kWh [33].
At the same time, the total installed utility-scale capacity
of electricity reached 46.1 Gigawatt (GW).

The traditional electrical grid that was designed dec-
ades ago cannot accommodate this increased demand,
leading to overloads, brownouts, and blackouts [34] since
it is heavily reliant on fossil fuels, which are major detri-
mental contributors to climate change and air pollution.
Advancements in power systems are crucial to meeting
the escalating demand for electricity while enhancing
the resiliency of power infrastructure against potential
disruptions [27]. Modern power systems can be a poten-
tial solution since they contribute to sustainability goals,
including reducing greenhouse gas (GHG) emissions,
augmenting energy efficiency and reliability, and making
optimal use of renewable energy resources (RESs) [35].
For example, developing smart grid technologies aiming
at improving the efficiency and reliability of the power
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system can facilitate the integration of high RESs pen-
etration and energy storage systems (ESSs) [36] enabling
power infrastructure to cope with the rising electricity
demand [37]. In addition, the integration of smart grid
technologies and advancements in microgrids and distrib-
uted energy resources (DERs) enable power infrastructure
to quickly identify and isolate outages, thus minimizing
the possibility of cascading failures [38]. Demand-side
management (DSM) programs, as a component of modern
power systems, result in making the grid more responsive
to changes in energy supply and demand. DSMs are an
effective means of promoting a sustainable power system
by curbing the consumption of energy during peak periods
and lessening the need for fossil fuel-based power gen-
eration [39]. It is crucial to comprehensively comprehend
modern power system capabilities to effectively manage
and maintain power grids’ operations and minimize the
risk of power outages. This electric power system section
aims to carry out a systematic review of (2.1) the resil-
ience evaluation of the power system including the qualita-
tive and quantitative metrics, (2.2) enhancement strategies
for power system resilience, and (2.3) the balance of the
power system resilience, reliability, and sustainability.
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Resilience Evaluation of Power System

The term “resilience” was introduced by Hollin in 1973 to
assess the capacity of an ecological system to adapt to shifts
in its condition and influencing factors [40]. Resilience refers
to a system’s ability to resist and reduce the effects of distur-
bances caused by external events, as well as to maintain or
restore its performance after the disturbance [41]. Power sys-
tem resilience investigates how to restrict the extent, sever-
ity, and period of the possible events considering short and
long-term actionable measures [42]. Short-term metrics refer
to the operational actions applied in the phases of pre, dur-
ing, and post-events, while long-term metrics mainly consist
of infrastructure hardening and resilient planning [43]. In
terms of the disaster occurrence time, resilience metrics are
categorized into three groups: (1) resilience-based planning
as long-term metrics enhancing power systems’ resilience
such as power system management and hardware designs,
network reconstruction schemes, and underground cables
[44], (2) resilience-based response [45] as short-term pre-
ventive actions like emergency and day-ahead measures,
and (3) resilience-based restoration as short-term measures
performing all system recovery actions [46]. To effectively
gauge the resiliency of the power systems, many studies
investigated the resilience evaluation metrics and planning
approaches under the following two qualitative [47, 48]
and quantitative categories [49-51]. Quantitative analysis,
typically deriving from sources like historical data, design
criteria, climate models, or lab tests, alongside qualitative
evaluations, are based on the survey from experts, managers,
operators, community leaders, and public decision-makers
[52]. In the following, a review of qualitative and quantita-
tive metrics used to assess the power system’s resiliency is
described in detail.

Qualitative Resilience Metrics

Qualitative resilience metrics assess the system’s resilience
by a set of descriptive metrics such as high, medium, and low
accessibility, as well as availability [47], and are generally
categorized into conceptual frameworks and semi-quantita-
tive metrics. Conceptual frameworks study the fundamental
resilience components including absorption, adaptive, and
recovery capacity [48]. This subsection aims to uncover the
usage of either conceptual or semi-quantitative approaches
within the realm of research on the resilience of power sys-
tems. For example, the study [53] developed a resilience
metric to assess the vulnerability of critical infrastructure
and key resources of the power system. The scholars gath-
ered data by conducting a questionnaire, obtaining over 1500
data points for each facility type, including non-residential
buildings, electrical power substations, and transportation
facilities. Following a thorough quality control assessment,

the proposed resilience metric was constructed by aggregat-
ing the collected data into four levels of information employ-
ing multi-attribute theory, which facilitated the breakdown
of resilience into its constituent attributes and subsequently
organized them in a hierarchical structure. Another research
study [54] built a qualitative resilience assessment metric
focusing on the infrastructure failure interdependencies in
electricity distribution and telecommunications based on
experts’ knowledge. The proposed framework, which com-
prises four stages (preparation, data gathering, analysis,
and outcomes), was created and put into practice with the
preparedness committees in Finland’s regions. In the initial
stage, the planning team outlined the threat scenario. Sub-
sequently, representatives from the electricity distribution
and telecommunications sectors involved in the study were
asked to identify broader interdependencies and develop a
scenario involving an intense storm and a widespread influ-
enza pandemic. The second and third stages, involving data
gathering and analysis, were carried out iteratively through
multiple workshops involving up to fifty experts, until the
collected and organized data met the required standards.
Finally, the findings were presented in the form of system
diagrams, which facilitate understanding of the points of
failure between critical infrastructure and the dependencies’
chains. The scholars in [55] concentrated on a qualitative
risk management measure aiming at enhancing the value
creation of risk management measure, a crucial aspect for
decision-making and the formulation of strategies to miti-
gate the impacts of extreme weather events on the electricity
distribution networks. To validate the proposed approach,
the researchers conducted a case study involving the electric-
ity distribution network in Finland. The stakeholder value of
the risk management measure during the entire life cycle of
critical infrastructure in the electricity network was evalu-
ated by Analytic Hierarchy Process (AHP) to the evaluations
established by 18 experts from distribution system operators.
The AHP ranked the value criteria for comparing risk man-
agement measures, including the economic, environmental,
and social benefits they provide, their influence on the main-
tainability, accessibility, and reliability of the electrical dis-
tribution network, along with its life-cycle costs (capital and
operational expenses). The stakeholders were then divided
into three groups, and they specified alternative risk manage-
ment measures. The assessment results highlighted the fol-
lowing risk management measures, including the installation
of underground cables, collaborative planning and training,
information and communication technology systems, and
establishing and disseminating situational awareness.
According to the literature, there is a research gap in
proposing the qualitative resilience metrics from the stake-
holders’ viewpoints, particularly for modern power systems
components such as ESSs, RESs, and critical infrastructure
of smart grids and residential microgrids. For instance,
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qualitative resilience assessment metrics can be developed
from occupants’ and building owners’ perspectives based
on their critical equipment and vulnerability levels against
disasters.

Quantitative Resilience Metrics

Quantitative resilience metrics evaluate the effect of various
strategies to enhance operational resilience and infrastruc-
ture, such as reinforcing the power grid considering the resil-
ience capabilities [56] including withstanding [57], absorp-
tive [58], adaptive [28], restorative [59], as well as resilience
dimensions, known as the 4Rs of resilience, namely robust-
ness [49], redundancy [50], resourcefulness [51], and rapid-
ity [60]. Recent research studies have paid particular atten-
tion to quantifying resilience metrics for both operational
and infrastructure sectors using statistical analysis, such as
the systematic online probabilistic resilience assessment
framework [61], resilience-based risk assessment method
[62, 63], system fragility-based approaches [64, 65], graph
theory-based methods [66], simulation-based models [67],
and fuzzy logic strategies [68, 69]. Quantitative resilience
metrics are characterized by certain attributes that indicate
the type, extent, and techniques employed in their creation as
follows. These attributes provide information on the metrics’
specific nature, scope, and methods used to develop them.

Stochastic vs. Deterministic Metrics Stochastic indicators
consider the inherent uncertainty of parameters and events
when it comes to evaluating a system’s resilience, such as
component failure and restoration time. On the other hand,
deterministic metrics do not incorporate such uncertainties
in their calculations, potentially leading to an overestimation
of resilience. Deterministic models, such as power flow and
short-circuit models, offer valuable insights into a power
system’s resilience by providing a baseline understanding
of its behavior without uncertainties [70]. However, the
lack of consideration for uncertain parameters in deter-
ministic models can result in an overestimation of power
system resilience. It is essential to consider both types of
metrics to obtain a more comprehensive understanding of
a system’s resilience. A study [71] developed a stochastic
resilience metric through the Choquet integral computation
approach aiming at identifying viable paths for restoring a
load by combining several individual parameters linked with
nodes and links in the network, including path redundancy,
source availability probability, and central point dominance.
Another research [72] proposed a stochastic, energy-related,
and operational measurement using a chance-constrained
stochastic programing and a Markov chain-based operation
model based on two levels of restoration: (1) the recovery
of essential electrical loads and (2) the restoration of power
system infrastructure, including the repair of damaged poles
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and lines. However, this research neglected the cascading
effects of disruptions on other interconnected systems, such
as water distribution and natural gas systems. The scholars
in [73] proposed two sets of deterministic metrics to meas-
ure the resilience of both the operational grid and its infra-
structure. The main goal of this research was to minimize
the impact of high-impact, low-probability (HILP) events
and ensure the power grid can quickly recover from power
outages.

Cost vs. Energy vs. Time-based Metrics Cost-based metrics
assess the financial impact of disruptions, energy-based met-
rics quantify the loss of power or energy following a distur-
bance, and time-based metrics evaluate how long it takes a
system to recover. By using multiple metrics, the strengths
and limitations of each approach can be balanced, leading
to a more accurate assessment of resilience. For instance,
the scholars in [74] developed a resilience-based importance
measure of a node that is most influential over time, specifi-
cally on two aspects of vulnerability and recoverability. The
proposed resilience measure evaluates the potential negative
effect on the network’s resilience when a particular node is
disrupted/damaged and the potential positive effect on the
network’s resilience when that node cannot be disrupted.
The study [75] proposed two measures of system resilience,
including the time and the total cost, and discussed the criti-
cal factors to consider when analyzing resilience, such as the
type of disruption, how components are restored, and the
overall strategy for resilience. Moreover, researchers in [76,
77] developed a multi-objective model to maximize resil-
ience, minimize restoration costs for interdependent power
and water systems, and optimize transportation systems after
natural disasters.

Infrastructural vs. Operational Metrics When evaluating
the resilience of a power system, infrastructural measures
focus on the effect of planning and infrastructure harden-
ing indexes on enhancing the system’s ability to withstand
potential future disturbances. On the other hand, opera-
tional indexes concentrate on the actions taken to maintain
or restore system performance during an imminent disrup-
tive event. Evaluating both infrastructural and operational
metrics provides a more holistic view of a system’s resil-
ience and helps identify potential weaknesses in the sys-
tem’s design and operation. For example, researchers in
[78] presented a method for evaluating and enhancing the
ability of critical infrastructure of the power transmission
grid to withstand future disruptions over time. It specifi-
cally focuses on applying this approach to the IEEE RTS-96
power transmission grid located in Harris County, Texas,
USA. But there are several other crucial mechanisms over-
looked by the authors. These strategies are necessary to sup-
port a comprehensive analysis of resilience over the long

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



Smart Grids and Sustainable Energy (2024) 9:23

Page9of41 23

term, including making changes to the network’s structure,
considering the interdependence of different components,
and adding or retiring electricity generators, substations, and
transmission lines based on economic, environmental, and
reliability indexes. These strategies and mechanisms should
have been discussed in detail to fully capture resilience’s
complex and nonlinear nature over time. Another research
[79] used an operational metric to evaluate the resilience
implications of incorporating microgrids into interconnected
gas-powered networks, albeit in the context of distribution
systems. In this study, the interdependent gas-power net-
work was modeled using graph and network theories, and
a resilience assessment was conducted to compare the effi-
cacy of various microgrid integration scenarios in the net-
work. Moreover, the study [80] utilized the same indicator
to dynamically evaluate the effect of ice disasters on power
transmission systems, with consideration given to both their
location and strength. This study employed (1) a sequential
Monte Carlo simulation approach evaluating the behavior of
power transmission systems as a sequential time of events
and (2) a fragility curve to describe the correlation between
the probability of component failure in transmission systems
and the intensity of weather events. However, this article
did not investigate dynamic resilience evaluation metrics to
assess the cost-based impacts of ice disasters on power trans-
mission systems. The proposed resilience metric in [81] dis-
tinguished between operational and infrastructure impacts,
allowing for more accurate modeling of the behavior of criti-
cal electrical infrastructure, tested on a 29-bus transmission
network in Great Britain during extreme weather events.
Some studies have focused too much on infrastructural
metrics, overlooking crucial aspects like network structure
changes, interdependencies, and asset management. On the
other hand, operational metric-focused studies have not ade-
quately explored the cost-based impacts and scalability of
their approaches. To bridge these gaps, a holistic approach is
needed, which integrates both infrastructural and operational
metrics. This approach should consider the interdependence
of various components in the system and assess the cost-
based impacts of resilience strategies.

Dynamic vs. Static Metrics A system’s resilience is often
time-dependent, meaning its ability to withstand and recover
from disruptions changes over time. Dynamic metrics take
into account these changing conditions, while static metrics
provide a snapshot of the system’s resilience at a particu-
lar moment in time. Using dynamic metrics, researchers
can assess how a system’s resilience evolves over time and
identify patterns and trends that can inform resilience plan-
ning and decision-making. The research in [81] introduced
a new dynamic resilience metric to gauge the resilience of
critical power infrastructure in the face of extreme weather
events. The authors proposed a set of resilience metrics for

operations and infrastructure that vary over time, relying on
diverse dynamic indicators to quantify the resilience trap-
ezoid. These metrics enable measuring how quickly and to
what extent resilience drops during an event, how long the
infrastructure remains degraded after the event, and how
quickly it recovers to its pre-event state. Another study
[82] investigated static data mining techniques for identify-
ing abnormal behavior in distributed phasor measurement
units using statistical and maximum likelihood estimation.
This paper suggested an approach that prioritizes resilience
through pre-event reconfiguration and islanding to mitigate
the impact of unfavorable situations on the power distribu-
tion system, utilizing analyzed synchrophasor data. Scholars
in [83] introduced two metrics including the single point of
reduced availability and the double point of reduced avail-
ability, to evaluate the resilience of power systems that sup-
ply data centers. These metrics are designed to measure the
system’s capacity to maintain its operations even in the event
of an outage.

Real data vs. Simulated Data Resilience metrics can be
evaluated using different types of data, including historical
data or simulated and synthetic data. Real data provides a
more accurate assessment of a system’s resilience, while
simulated data allows researchers to explore hypothetical
scenarios and assess the system’s resilience in various condi-
tions. Combining both types of data can enhance the validity
and reliability of resilience assessments, providing a more
robust understanding of a system’s resilience. A research
study conducted a numerical simulation to validate the effi-
cacy of a resilience-based approach designed to identify
post-disaster restoration strategies for secondary distribu-
tion networks in the modified IEEE 342-node low-voltage
networked test system [84]. In more detail, the approach pro-
posed in this study involved utilizing distributed generators
(DGs) to restore service and provide power to critical elec-
trical loads in a secondary distribution network. However,
the authors neglected to consider electricity market models
enabling owners of DGs to receive appropriate compensa-
tion for supplying electricity to critical loads during sig-
nificant outages. Furthermore, inverter-interfaced DGs and
electric ESSs were not considered in the restoration process.
Some studies [85—-87] applied the simulated data to evaluate
the stochastic-based resilience metrics for different weather
scenarios by the modified IEEE 33-bus, IEEE 37-bus, IEEE
69-bus, and IEEE 123-bus systems, respectively. The pro-
posed models employed probabilistic metrics including
value-at-risk and conditional value-at-risk, that quantify
resilience in terms of the maximum loss of energy and the
conditional expectation of energy loss for events beyond a
prespecified risk threshold. However, the study [85] did not
address the stochastic resilience metrics in optimal resource
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allocation planning to boost the power distribution grid’s
performance during HILP events.

Contrary to the abovementioned studies, some research
such as [88-91], investigated the real data to assess the
quantitative power system resilience. For instance, the
article [92] focused on a unified resilience evaluation and
operational enhancement of a simplified version of the
Great Britain transmission network by assessing the impact
of extreme weather conditions on the power systems. An
innovative defensive islanding algorithm based on risk was
also introduced to minimize the cascading effects that may
arise during such emergencies. Another study [91] intro-
duced two indicators, namely resilience risk factor and grid
infrastructure density, to determine the US electricity grid
resilience while ensuring environmental sustainability. It
utilized Monte Carlo Simulations to categorize the US into
four tiers taking into account both grid reliability and grid
resilience. However, the authors did not consider the limita-
tions of reliability metrics according to the standard IEEE
bus systems. Acquiring data from real power systems is fre-
quently challenging, leading to the widespread use of data-
sets like the IEEE test set. Obtaining real-world data poses
difficulties due to privacy issues, proprietary data ownership,
and security considerations. Access to real data would pro-
vide valuable insights into real operating conditions, system
behaviors, and field challenges, empowering researchers to
create more precise models.

Enhancement Strategies for Power System
Resilience

Effective reinforcement approaches augmenting power sys-
tem resilience for both electric transmission and distribu-
tion systems have built up considerable momentum in recent
years [13, 93, 94]. This section presents efficient strategies
for resilience enhancement, including the following two
distinct categories of planning-based and operation-based
strategies [25, 27].

Planning-based Strategies

Planning-based models focused on grid expansion plan-
ning examine strategies for strengthening transmission and
distribution networks, including measures like upgrading
electric poles to withstand flooding disasters [95]. Extensive
research has been conducted on these models to enhance the
grid’s resilience in maintaining uninterrupted power sup-
ply [96-98]. These strategies are classified into five distinct
categories as follows.

Undergrounding Distribution and Transmission Lines A
study conducted in [99] developed a stochastic robust
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optimization model to identify a transmission resilience
planning solution to diminish load shedding in the most
economically efficient manner by the lines placed under-
ground considering historical extreme weather events.
Sequential Monte Carlo simulation solved the proposed
stochastic model and was validated by a modified IEEE
reliability test system and IEEE 118-bus system. Another
study [100] proposed a stochastic multi-period mixed-inte-
ger linear programming framework to determine optimal
locations for underground distribution lines and the effec-
tive coordination of mobile generators to provide a reliable
power supply to critical loads during extreme events. The
proposed framework in this research employed the linearized
DistFlow approximation of alternating current (AC) power
flow equations to represent the service restoration process by
introducing binary variables to determine decisions related
to undergrounding lines, configuring switches, and placing
mobile generators for each period.

Upgrading the Physical Power System Components Hard-
ening and upgrading the equipment and critical infrastruc-
ture such as transformers, circuit breakers, switchgear, and
production and control systems [101], as well as installing
backup distributed generators such as Combined Heat and
Power (CHP), DGs, and diesel generators [66, 102], step
up the automatic remote-control switches [103, 104]. For
instance, the study [105] proposed an approach for deter-
mining the maximum capacity of the distributed genera-
tion when upgrading actions are performed considering the
uncertainty and variability of demand and distributed power
production. The approach considers the perspective of the
distribution system operator and formulates the problem as a
multi-objective optimization model to maximize distribution
system capacity while minimizing the cost of upgrading.
The upgrade options include the allocation of voltage regula-
tors and conductor replacement, as well as the implementa-
tion of generation curtailment, support for reactive power
in the distribution system, and voltage control through volt-
age regulators. The solution generates a set of upgrading
plans, allowing the distribution system operator to select the
most economically viable option that provides the necessary
capacity to accommodate new distribution generation. As an
alternative to peaking plants, this research [106] introduced
a dual-layer control system that effectively coordinates CHP,
district heating networks, and buildings to support grid flex-
ibility. The control system enables the CHP unit to fulfill
the heat requirements of local users while simultaneously
providing frequency response services to the power grid.
The numerical results demonstrate that the capability of the
CHP system to provide frequency response is influenced
by several factors, including the capacity and ramping rate
of the CHP unit, limitations in the temperature supplied by
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the district heating network and the temperature within the
buildings.

Optimal Placement and Size of Backup Power Such as BESS
[107] and power generations [108]. For example, the schol-
ars in [108] proposed the utilization of the Benders Decom-
position technique for determining the optimal placement
and size of ESS. They employed the conditionally precise
convex optimal power flow approach, accounting for the sto-
chastic nature of load and RESs. However, a limitation of the
Benders Decomposition method was the inability to formu-
late optimization problems without dual variables to reduce
the solution space. In [109], a bi-objective optimization
problem was addressed, aiming to minimize both the total
costs associated with the investment and operation, as well
as the loss of load expectation. The e-constraint approach
was initially applied to obtain a set of Pareto solutions, and
then a fuzzy technique was utilized to select the most suit-
able solution from this set. In more detail, 500 load scenarios
were initially generated from a probability distribution func-
tion. However, due to computational constraints, the number
of scenarios was reduced to just 5 using a scenario reduc-
tion algorithm, with assigned probabilities for each scenario.
Another study [110] introduced a meta-heuristic pathfinder
algorithm to effectively integrate solar photovoltaic (PV)
systems into the multi-lateral distribution system for boost-
ing resilience aiming at addressing the optimal distributed
generation allocation problem. The study [111] explored the
utilization of various operators from evolutionary algorithms
by a hybrid grey wolf optimizer to address the problem of
optimal allocation and sizing of different types of distributed
generation technologies to minimize losses. The case stud-
ies conducted focus on practical systems, namely the IEEE
33-bus, 69-bus, and Indian 85-bus systems.

Encrypted Critical Data Communication There is a growing
and profound integration between modern power systems’
digital and physical aspects. This study [112] addresses the
challenge of maintaining secure state estimation and recon-
structing attacks in cyber-physical power systems when
they are compromised by cyber-attacks. In this study, the
traditional small signal model for cyber-physical power sys-
tems was initially developed to account for disturbances and
cyber-attacks. They then proposed the use of an intermedi-
ate observer to achieve secure state estimation and recon-
struct the attacked states by determining the linear matrix
inequality technique. Research showed that false data injec-
tion attacks are significant threats to the energy management
routines of cyber-physical power systems, showcasing their
potential to cause substantial disruption. To this end, the
study [113] proposed a data-driven attack strategy based on
robust linear regression considering appropriate conditions
of measurement data. Another study [114] highlighted the

importance of cybersecurity of integrated energy systems
and identified vulnerabilities in the cyber defense of heating
systems. The authors presented three distinct methods for
heat load redistribution attacks, focusing on manipulating
indoor and supply temperatures within the secondary heating
network. By employing a framework that integrates optimi-
zation dispatch and simulation, they demonstrated that the
heat load redistribution attacks exhibit latency and transitiv-
ity properties, posing significant threats to the security, user
comfort, and economic aspects.

Integrated Energy Systems Such as multi-carrier energies
(heat, thermal, and electricity) [115, 116]. The study [117]
proposed a multi-stage strategy integrating multi-level
decentralized reserves aiming at enhancing the resilience of
the electricity-gas integrated energy system against disas-
ters. Another research study [118] demonstrated the applica-
tion of dynamic simulation for modeling and evaluating the
resilience of an integrated energy system against extreme
weather events. Various approaches to resilience evaluation
are examined, and the most appropriate one is selected and
adjusted to create a metric that can be utilized with dynamic
simulation outcomes. Subsequently, as a proof of concept,
a model of an integrated energy system encompassing the
gas, heat, and power sectors is presented and assessed using
the proposed metric. To illustrate how alterations in the sys-
tem’s architecture influence resilience, two modifications are
tested. A similar study [119] proposed a bi-directional flow
model for a coordinated regional-district operation of an
integrated energy system to boost resilience against extreme
conditions. To prove how regional and district-integrated
energy systems can boost resilience, a tri-level two-stage
robust framework is built to accommodate random outages
impacted by natural disasters in both the natural gas and
electricity generation and distribution systems considering
power-to-gas technology (P2G).

The research findings in power system resilience enhance-
ment highlight several fields that need further investigation.
For example, there is a need for sophisticated cybersecu-
rity frameworks to counter the increasing complexity of
cyber-attacks on cyber-physical power systems. Addition-
ally, research should prioritize the optimization of coordina-
tion and control for multi-carrier energies within integrated
energy systems considering decentralized RESs and ESSs.

Operation-based Strategies

Operational enhancement strategies focus on leveraging
cutting-edge optimization techniques to make the most of
the available resources and assets against extreme events
and failures. Operation-based distribution system strategies
include power network configuration, automated control, the
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formation of microgrids, load restoration-based models, and
the employment of mobile battery resources and stationary
energy storage.

Power Network Configuration Modifying the network con-
trol and topology reconfiguration to enhance resilience and
decrease energy losses considering the network constraints
by leveraging hybrid AC and Direct Current (DC) loads
[120], using renewable distributed generations, BESSs, and
EVs [121]. For instance, this study [120] proposed an opti-
mal power distribution configuration to minimize energy
losses caused by electrical resistances in primary distribu-
tion networks. The paper aims to reduce technical losses
and take advantage of the advancements brought about by
distributed RESs. Another study [122] addressed the power
network configuration through EVs. This study proposed
an innovative economic dispatch using Benders decompo-
sition for achieving optimal configuration and operation of
EV aggregators equipped with smart meters considering
the controllable EV charging loads and RESs in the power
system context.

Micro-grids’ Control and Formation Research documented
the significant contribution of resilience-oriented planning
of micro-grids, such as low-voltage or medium-voltage
grids, in both islanded and grid-connected modes to the
power system resilience enhancement [123—126]. Micro-
grids proactively schedule their generation resources to
boost network resilience, enabling feasible islanding mode
and the survivability of critical loads during a disaster or dis-
ruption [127, 128]. Moreover, many studies proposed power
outage management and micro-grid dispatch scheme under
the unexpected outages incurred by failures, cyber-attacks,
and severe weather [129-134]. For instance, the objective
of the study [123] is to enhance the energy resilience of a
hospital by implementing a microgrid composed of a PV
system, ESS, and a backup diesel generator by evaluating
two scenarios. The first one examines the economic viability
of the microgrid when there is no grid outage. Meanwhile, in
the second scenario, the optimization takes into account both
economic profitability and the capacity to endure a 24-hour
outage during the month with the least radiation. This led to
a net increase of 24 h in energy resilience compared to the
standard approach and a utility cost reduction of $147,354
for the hospital. The scholars in [124] presented the develop-
ment of a mixed logic dynamic framework and a stochastic
model predictive control technique to enhance the autonomy
of the microgrid while achieving a rapid transition response
utilizing a hybrid ESS incorporated by both hydrogen and
batteries.

Load Restoration HILP events mostly bring about extended
outages and loss of critical loads, thus, severely affecting
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customers’ safety. The importance of customers’ safety and
supply power for critical infrastructure calls for restoring
critical loads at a reasonable restoration time [135]. To this
end, many research studies have sought to restore both local
and critical loads by utilizing DERs [55], DSM systems
[136], switching operations and multiple local resources
coordinated dispatch [137], post-disaster emergency
response strategies (e.g., top-down, and bottom-up restora-
tion models) [138], and EVs such as vehicle to home (V2H)
[139]. For instance, the research study [140] proposed an
advanced feeder restoration approach to restoring critical
loads leveraging DERs during disasters. The main objec-
tive of this research was to propose an optimal allocation of
DERs as mixed-integer linear programming to (1) lessen the
restoration time, (2) maximize the amount of restored criti-
cal loads and the resilience to post-restoration failures. The
simulations were conducted on an IEEE 123-node feeder
with 5 DERs supplying 11 critical loads and the IEEE
906-bus feeder with 3 DERs supplying 17 critical loads. A
similar study [141] introduced a novel framework for restor-
ing critical loads considering the availability of DERs and
determining the optimal path for restoration. The research
objective was to maximize the reliability of the restoration
plan aiming at minimizing the reliability of the restoration
plan to decrease the possibility of post-restoration failures.
To do so, this paper presented a distributed approach model
incorporating min/max-consensus and bias min-consensus
algorithms. This framework facilitated information exchange
among neighboring nodes using a peer-to-peer (P2P) com-
munication protocol.

Mobile and Stationary Battery Resources Optimal deploy-
ment and reconfiguration of mobile ESSs contribute to the
active distribution systems in terms of fast rapid restora-
tion of the critical loads and resiliency enhancement strate-
gies [142]. The research explored cost-effective planning,
scheduling, optimal routing, and on-disaster allocation of
mobile ESSs (EV fleets, truck-mounted mobile ESSs, and
mobile energy emergency generators) to enhance power
resilience [143]. For instance, the scholars in [142] investi-
gated the deployment of mobile ESSs and diesel generators
in integrated electrical-heating networks to boost resilience,
self-sufficiency, load restoration, power quality, and reduce
operating costs. The proposed model was tested on an IEEE
33-bus electrical system equipped with some buses with
CHP. Another article [144] concentrated on enhancing the
resilience of a distribution network against earthquakes, with
a particular emphasis on road traffic and interruption time
as the main challenges in the early hours after the event by
using mobile ESSs. This article modeled the impact of earth-
quakes on the distribution network, taking into account not
only the immediate impacts but also the potential collapse
of adjacent buildings onto power poles, utilizing fragility

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



Smart Grids and Sustainable Energy (2024) 9:23

Page 130f41 23

curves. The model presented was addressed through opti-
mization using mixed-integer linear programming and was
tested on a section of the Tehran distribution network.

More extensive investigation into operation-based dis-
tribution system strategies is essential to enhance the effi-
ciency and resilience of power systems. By conducting fur-
ther research with real datasets, power grids can be better
equipped to endure and bounce back from extreme events
and breakdowns, safeguarding vital loads and reducing cus-
tomer disruptions. The existing models for power network
configuration often struggle to fully grasp the intricate inter-
play among various distribution system elements, resulting
in less robust setups that are more vulnerable to failures.

Balance of Power System Resilience, Reliability,
and Sustainability

Reliability is the ability of a power system to deliver elec-
tricity continuously and without interruption to end-users.
The sustainability of a power system refers to the ability
of a power system to provide reliable and affordable elec-
tricity while minimizing its environmental impact, preserv-
ing natural resources, and supporting social and economic
development [145]. The nexus of power system resilience,
sustainability, and reliability recognizes the interdepend-
ence of these three critical aspects of modern power sys-
tems. Achieving a balance between them requires a com-
prehensive approach that considers the potential trade-offs
and synergies between resilience, sustainability, and reli-
ability. For example, enhancing the power system resilience
through gas-fired backup power systems (e.g., large-scale
CHP) can be unsustainable in case they rely on non-renew-
able resources [145]. Grid modernization can enormously
contribute to maintaining the nexus of power system resil-
ience, reliability, and sustainability [146]. It involves deploy-
ing advanced technologies such as smart microgrids, ESSs,
RESs, DR schemes, advanced metering infrastructure, and
cybersecurity measures to increase the power grid’s flex-
ibility, efficiency, and responsiveness.

Modernized Power Systems through Microgrids

Although current US electrical power systems can provide
reliable service under normal and low-impact contingencies,
they still struggle to maintain continuity during unexpected
and high-impact events [147]. This highlights the fact that
while existing power systems are considered reliable, they
are not necessarily resilient. Various studies such as [92,
148, 149] have proposed solutions to enhance power system
resiliency, encompassing the integration of DGs, microgrid
implementation, and line reinforcement. Among these solu-
tions, microgrids have gained popularity for their ability to

enhance resiliency, owing to their capacity to accommo-
date RESs and their ability to function independently dur-
ing system contingencies [150, 151]. Microgrids, classified
into basic autonomous, fully autonomous, and networked
microgrids, are created by isolating the affected region from
the main grid and dividing it into self-sufficient microgrids
through tie switches. For example, the scholars in [152]
focused on the design of a robust current control system for
a networked DC microgrid with multiple constant power
loads, addressing a novel time-constrained denial-of-service
attack. The research study [153] investigated developing a
statistical framework to assess the resilience of grid-con-
nected microgrids in serving critical loads during islanding
scenarios. The study utilized a Markov chain to calculate
the probability of meeting critical load requirements over a
7-day period. The resilience metric incorporated asset-level
reliability data and evaluated the performance of a military
microgrid with 5250 kW diesel generation compared to a
hybrid microgrid with different energy sources. An opti-
mized control algorithm was also developed to enhance sur-
vivability, minimize fuel usage, and reduce curtailed critical
load. Another study [154] presented a resilient model utiliz-
ing mixed-integer second-order cone programming for opti-
mizing the scheduling of microgrids (on an enhanced IEEE
33-bus benchmark test system) during islanded operation.
The model focused on minimizing operational costs and load
shedding that experienced scheduled interruptions from the
main grid. The proposed model incorporated uncertainty
through a robust approach, allowing the microgrid opera-
tor to balance performance and tolerance for uncertainty.
The results demonstrate significant cost reductions and the
prevention of unexpected load shedding when managing
uncertainty effectively. In certain cases, microgrids can
be interconnected to assist in powering the essential loads
of other microgrids in the network having trouble with the
power supply [151]. This makes microgrids an effective
local or community resource for bolstering power system
resilience through the concept of P2P energy trading systems
[155, 156]. Moreover, microgrids can serve as a black-start
resource for restarting main generators that have been dis-
rupted by natural disasters [157]. For example, the study
[156] investigated the application of blockchain technolo-
gies and auction mechanisms for enabling independent P2P
energy trading within microgrids by developing two frame-
works using smart contracts, incorporating continuous dou-
ble auction and uniform-price double-sided auction mecha-
nisms. The performance of these frameworks was evaluated
through A/B (split) tests using real-world data. The find-
ings suggested that integrating blockchain technologies and
agent-based systems in a P2P platform holds promise as a
complementary solution to the centralized energy grid.
Integrating and adjusting local RESs through microgrids
can yield financial and socio-economic advantages [158].
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Microgrid operation offers a valuable means of enhancing
power system resilience through local, community, and
black-star resources. The research [159] introduced a hier-
archical model with three stages to enhance decentralized
renewable-based microgrids’ resilience. The model incor-
porated proactive steps to anticipate windstorms, optimized
power generation scheduling, and reconfigured distribution
feeders by the distribution system operator to reduce costs.
Moreover, this paper considered uncertainties associated
with load demand, wind speed, and solar radiation, and
its performance was assessed using a distribution network
consisting of 118 buses. Microgrids can support the startup
of large generators that have shut down caused of a major
event, providing a black start resource. Figure 4 illustrates
a comparison between the restoration procedures of con-
ventional and microgrid systems. In fact, the presence of
microgrids near power plants can aid in the black start of
conventional generators during blackouts [160].

Some other formations of microgrids can increase the
short-term resiliency of power systems. Implementing
dynamic microgrid formulation following power outages
can improve the resilience of affected areas by ensuring
self-sufficiency of local loads. For instance, the research
[161] focused on developing a computerized tool that can
effectively monitor, reconfigure, and control the topology
of a DC microgrid. In their work, they presented the double
bar bus DC microgrid utilizing event-driven and service-
oriented architecture, along with real-time metering using
nonuniform time sampling for neighborhood optimization.
The objective was to create a system capable of assessing the
resilience of the microgrid and dynamically rebuilding parti-
tions to improve resilience during operation. The research
gap is the shortage of studies investigating the economic
and socio-economic benefits of microgrids under different
uncertainty scenarios.

Conventional Restoration
Process

Microgrid-based Restoration
Process

Microgrid Self-healing and

Generation Black Start .
Load Restoration Process

2 2

Transmission
Reconfiguration

Transmission Level
Restoration Process

7]

Distribution
d
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Fig.4 The comparison of traditional power systems and microgrids
during the restoration process
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Advancements in Power System Resilience via RESs
and ESSs

The shift towards deep decarbonization of power systems
detracting GHG emissions and transitioning to cleaner
energy sources is crucial in achieving carbon peaking and
neutrality. To achieve this goal, RESs have emerged as a
model for sustainable and integrated energy development
that involves the integration of the distributed generation,
ESSs, backbone grid, and microgrids to transform the energy
supply composition [162]. Nevertheless, with the advance-
ment of intelligent and eco-friendly power systems, they
encounter growing unpredictability and complexity. Deep
decarbonization of power systems requires transitioning
from a centralized power generation model to a more decen-
tralized and flexible system [163]. This transition involves
not only replacing fossil fuels with RESs but also adopting
new business models and regulatory frameworks to support
the integration of distributed generations and microgrids.
The national capacity expansion of RESs has been observed
to follow an S-curve pattern. However, weather-related risks
and cybersecurity threats can make energy systems fragile
and susceptible to failure [164]. To ensure a steady and reli-
able supply of RESs, researchers have studied some momen-
tous factors such as energy security [165], flexibility [166],
reliability [167], and resilience [168] to enhance their per-
formance through methods of concept definition and quanti-
fication. As an example, the study [169] investigated energy
security through various ESSs, including pump hydro stor-
age, thermal ESS, batteries, adiabatic compressed air energy
storage, and gas/liquid bulk storage relevant to the energy
transition. The findings indicated that thermal ESS offers the
highest level of energy security, followed by batteries and
gas/liquid storage. Moreover, the aim of the research [170]
was to evaluate the impact of integrating variable RESs
in the process industry to enhance energy flexibility. The
assessment involved analyzing different scenarios and utiliz-
ing a simulation model to measure the specific reduction in
CO, emissions. The following reviews the contribution of
RESs and ESSs to power system resilience.

RESs can diversify the fuel mix of the power system,
reducing the dependence on fossil fuels and increasing the
system’s resilience to fuel supply disruptions. This strat-
egy can also boost energy security by reducing the reliance
on imported fuels and decreasing the vulnerability of the
power system to geopolitical tensions or market fluctua-
tions [171]. Scholars in [172] proposed a trilevel max—min
robust optimization framework equipped with large-scale
RESs for implementing precautionary and responsive meas-
ures both prior to and following hurricane events. This study
aimed to improve the resilience of active distribution system
operation and tested on a modified IEEE-33/69 bus distribu-
tion system considering the uncertainties derived from the
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intermittent renewable production and multistage extreme
contingencies. The study [173] evaluated a resilient ther-
mal network for mountain communities powered by RESs in
Italy that relies on biomass CHP and district heating systems
based on two resilient energy system configurations. The
proposed framework involved upscaling the energy system
components to ensure that end-users receive the required
energy supply during failures or extreme events. Another
research [174] has proposed a resilience planning framework
for distribution systems against natural disasters by deter-
mining the optimal locations for tie lines and dispatchable
distributed ESSs and RESs including PVs and wind turbines
(WTs). This paper developed the resilience planning model
by taking into account two types of faults, including open
circuit and short circuit faults, to create a more accurate
simulation of natural disasters.

RESs can be integrated/paired with ESSs, such as batter-
ies, pumped hydroelectricity, and thermal storage systems,
which are used to store surplus energy when it is available
and release it when needed. This approach provides a relia-
ble power source during peak demand or periods of low-RES
production of RESs. ESSs can also augment the stability and
quality of the power supply, particularly in regions with high
renewable energy penetration. The study [175] presented a
decentralized approach to enhance the resilience of micro-
grids by determining the appropriate sizing and placement of
mobile ESSs. Several studies have investigated the potential
of various types of ESSs such as thermal ESSs, to boost the
flexibility and resilience of power systems [49, 176—178].
For instance, the authors in [124] presented a model based
on model predictive control for electricity network planning
that considers hybrid ESSs. The study employed a multi-
scenario algorithm to specify the state of charge of ESSs,
and the results demonstrated the positive impact of hybrid
ESSs on system resilience. Another study [143] concentrated
on a resilience-oriented approach for the outage management
of a 33-bus active distribution system using mobile ESSs.
The study utilized four resilience measurements to quantify
the system resilience, and the results showed a significant
improvement in resilience due to the use of mobile ESSs
and distribution feeder reconfiguration. The research [179]
employed a mixed-integer linear programming model to ana-
lyze the impact of ESSs on distribution system resilience in
the face of storms. This study applied fragility functions to
create fault scenarios and demonstrated that ESSs lessen the
forced load shedding in critical loads. It should be mentioned
that equipping microgrids with RESs and ESSs plays a sig-
nificant role in enhancing power system resilience and net-
work recovery [180]. For instance, the researchers in [168]
developed a resilience enhancement framework for renew-
able energy hybrid microgrids across various building types
by calculating the probability of surviving an outage under
different configurations of PV, WTs, ESSs, and generators.

According to this study, adopting renewable microgrids with
ESSs will play a vital role in the transition to the resilient
smart grid of the future. The paper [181] introduced a multi-
objective model for planning microgrids coupled with RESs
to promote community resilience and environmental sustain-
ability by exploring the integration of energy and water tech-
nology hubs. The proposed model focused on the optimal
trade-off between three economic and environmental meas-
ures: cost, GHG emissions, and water consumption. The
study [182] examined through the IEEE 17 and 69 bus test
network, explored the improvement of resilience in isolated
microgrids against potential cyberattacks aimed at curtailing
critical loads. The resilience of the microgrid was enhanced
through the diversified deployment of intelligent electronic
devices, the optimal reconfiguration of the power network,
and the strategic positioning and sizing of distributed energy
resources in the design and operation phases. The authors
in [183] presented an integrated tri-level mixed integer opti-
mization framework aimed at enhancing the resiliency of
multiple microgrids during extreme events considering two
models of the defender-attacker-defender aiming at identify-
ing the best possible solutions to reduce load-shedding. In
the first model, measures to improve the system’s robustness
were examined, and worst-case scenarios with the highest
load-shedding were calculated to perform reconfiguration
and decrease load-shedding. In the second model, the study
identified the most effective reinforcement plan and the most
adverse attack scenario, achieving optimal placement of
distributed generation to meet demand during the islanding
mode of microgrids.

Research showed that RESs can be designed to be more
resilient to natural disasters and other hazards. For exam-
ple, WTs can be built to withstand hurricane-force winds,
and PVs can be designed to withstand hail and high winds.
The study [184] proposed an optimal resilience design of
grid-connected integrated electricity and natural gas sys-
tems for residential communities on the capacity of an
on-site PV system. Major conventional techniques for
the placement of renewable distributed generations have
focused on minimizing power losses [185], enhancing
voltage profiles [186, 187], and maximizing cost savings
[188]. Although, the authors in [189] introduced a new
optimization framework to identify the optimal number,
location, and assignment of renewable distributed genera-
tors for the single-source capacitated distributed genera-
tion location coverage problem in a utility-based off-grid
microgrid during a major grid disturbance. This study con-
sidered total investment and operation and maintenance
costs, travel distance for electricity distribution, power
outage levels resulting from large-scale grid disturbances,
and levels of excess renewable penetration that can lead to
reverse power flow problems.
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Power System Resilience through P2G and Hydrogen ESSs

The over-reliance on intermittent RESs, such as wind and
solar power is a potential challenge. During dunkelflaute
events, the electricity generation of RESs may be signifi-
cantly reduced, leading to potential energy supply issues.
One way to address the intermittency of RESs and ensure
reliable power supply is to utilize the new power generation
technologies such as P2G and hydrogen ESSs. This is done
by transferring excess electricity from abundant generation
of RESs to regions experiencing low generation due to dun-
kelflaute conditions [190]. The study [191] quantified the
aircraft’s electrical load based on passenger travel behavior
and developed corresponding models for auxiliary power
unit load characteristics and EV charging profiles using
flight schedules and sequencing algorithms. To optimize
the total costs of hydrogen-integrated ESS for airports, a
mixed-integer linear programming approach based on life
cycle theory was proposed. However, despite the potential
advantages of hydrogen ESS in terms of resilience during
power failures, this aspect remains largely unexplored in
existing academic research. Therefore, the paper introduced
a resilience assessment method and proposed improvement
measures for hydrogen-integrated ESS. Another study [49]
introduced a two-layer framework to enhance the resilience
of a 118-bus active distribution network, comprising four
microgrids with hybrid ESSs, electric buses, and a direct
load control program. The model considered uncertainties in
RESs generation, demand, and electric buses’ mobility and
employed a robust optimization approach to address them.
In the first layer, individual planning for each microgrid
was conducted while the second layer involved the control
center’s planning for the main network based on the micro-
grids’ requested programs. The results demonstrated that
the inclusion of hydrogen and electrical ESSs significantly
reduces forced load shedding during emergency situations,
and the utilization of electric buses for network recovery
contributed to a resilience index increase. This article [192]
investigated a conceptual integrated energy-mobility system
centered around renewable-to-hydrogen stations and tank
truck fleets. The renewable-to-hydrogen stations utilize
renewable energy sources to power the grid while simul-
taneously charging a hydrogen ESS capable of performing
power-to-hydrogen and hydrogen-to-power operations. The
operational framework of the integrated energy-mobility
system was analyzed, and preprocessing technologies were
developed to simplify the modeling process. A joint optimal
scheduling model was then formulated, incorporating renew-
able generation contracts, power-to-hydrogen and hydrogen-
to-power operations. The research study [193] introduced a
framework to enhance the resilience of microgrids using the
power-to-hydrogen technology and their ability to operate
independently. The study developed a model for resilient
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microgrid operation, where compressed hydrogen produced
by power-to-hydrogen systems can be utilized to generate
electricity. The model was formulated as a bi-objective opti-
mization problem, aiming to minimize operational costs and
maximize resilience by reducing active power exchange with
the main grid, minimizing ohmic power losses, and increas-
ing hydrogen storage in tanks. To address the complexity
of this mixed-integer nonlinear optimization problem, a
solution approach combining goal programming and Gen-
eralized Benders Decomposition was proposed. The results
revealed that the resilience approach, while slightly increas-
ing operational costs, ensures that there is no load shedding
during main grid failures. The researchers [194]in addressed
the growing interconnection between electricity and natu-
ral gas systems, brought about by the widespread use of
natural gas for power generation and electricity-driven gas
compressor stations. The study introduced an interdepend-
ent electricity-natural gas system that involves the spread of
failures in both directions (bilateral and looped), along with
a bidirectional energy exchange between the two systems.
To bolster the resilience of the interconnected electricity and
natural gas system in the face of natural disasters, the paper
introduced a three-tier robust optimization framework that
integrates strategies before and after the disaster occurs. The
approach incorporated preventive planning strategies, such
as the reinforcement of interdependent electricity-natural gas
system transmission components to mitigate the impact of
disasters. Moreover, fast-response power generating units,
gas storages, and power-to-gas technology were utilized to
cope with the aftermath of disasters.

Power System Resilience through DR Programs

Both DSM and DR programs are considered effective strat-
egies for augmenting the resilience of power systems. DR
programs are divided into incentive and price based and are
usually executed through various methods, such as direct
load control, time-of-use pricing, ancillary services, inter-
ruptible programs, peak time rebate, and real-time pricing
[195]. DR programs allow customers to adjust their electric-
ity consumption patterns in response to various factors, such
as electricity prices [196], weather conditions [197], or grid
reliability concerns (the reliability of DR programs is not
guaranteed due to the inherent uncertainty in generation and
storage units, and users’ behaviors) [176, 197]. The impor-
tance of efficient and flexible DR schemes in modern power
systems has increased due to their ability to enhance flexibil-
ity, reliability, and resilience [198]. The rise of distributed
energy resources and the growth of EV uptake has made DR
schemes critical for managing the variability and uncertainty
of these resources [199]. For example, the authors in [200]
have investigated a DR program with the capability of smart
charging/discharging plug-in EVs (PEVs) to increase the
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reliability of the radial distribution network. The numerical
reliability analysis based on the loss of load expectation and
expected not served was carried out by leveraging the load
profile, load peak, voltage profile, and energy loss. Further-
more, the growing occurrence of extreme events and other
emergencies underscores the importance of emergency DR
programs in ensuring the continued operation and resilience
of the power system [201, 202].

The research paper [203] utilized the darts game theory
algorithm for optimal microgrid formation to identify the
trade-off between the power loss, load-shed power, and
restoration cost considering the impact of the emergency
DR program to enhance the distribution network resiliency.
A similar study in [204] introduced a multi-objective res-
toration model to enhance the resilience of an electricity
distribution network by minimizing load shedding during
the restoration process while minimizing restoration costs.
The framework includes the establishment of microgrids,
utilization of DERs, and implementation of DR programs
to enhance flexibility in the restoration of distribution
networks. These DERs comprise generators powered by
fossil fuels, along with RESs like wind and photovoltaic
units, in addition to BESSs. DR programs encompass load
options that can be shifted, curtailed, or transferred. The
multi-objective model, as proposed, was addressed using
the e-constraint method, and the most suitable solution was
chosen through the fuzzy satisfying approach. The efficacy
of this model was validated through experimentation on
both 37-bus and 118-bus distribution networks. The pro-
posed model in [205] introduced a risk-constrained sto-
chastic framework that addresses uncertainties in energy
and reserve scheduling for a resilient microgrid with DSM.
The framework optimizes system operation in both normal
and islanding modes, considering uncertainties in islanding
duration, load prediction errors, RESs, and electricity prices.
The proposed scheme incorporates a security-constrained
power flow method and a conditional value-at-risk metric to
balance economic and security requirements while control-
ling profit variability.

The Role of EVs in Power System Resilience

EVs are becoming increasingly important in the energy sys-
tem as they offer several benefits, such as reducing GHG
emissions, oil dependence and improving air quality in urban
areas [206]. Beyond these benefits, EVs can also contrib-
ute to enhancing the power system’s resilience, making
them a crucial component in the energy sector [207]. EVs
enhance power system resilience as mobile energy storage
units. Their batteries can store excess energy during low-
demand periods and supply it to the grid during peak hours
or emergencies [208, 209]. In the event of a power outage,
EVs can serve as a reliable backup power source for critical

load restoration [210, 211]. This function is particularly
important in areas with frequent power outages or in loca-
tions with vulnerable grids to extreme weather events like
hurricanes or tornadoes. Section 3 describes in detail the
significant role of EVs in creating a more resilient and sus-
tainable power system as flexible energy storages, backup
power, and contributor to the stabilization of the grid during
prolonged power outages.

EVs as Assets or Liabilities for the Electric
Power Grid

EVs: Benefits and Limitations

According to the US Environmental Protection Agency
(EPA), among other sectors such as industry, agriculture,
commercial and residential, US transportation is the main
source of GHG emissions [212]. EVs as sustainable alter-
natives to fossil fuel-powered vehicles offer a multitude of
benefits, encompassing both environmental and economic
advantages including zero tailpipe emissions, contribut-
ing to improved air quality and GHG emissions reduction,
lower operating costs, and less maintenance contributing to
long-term cost savings [213]. Research broadly investigated
various technologies to boost the transportation systems’
sustainability and to decrease GHG emissions through the
application of biofuels/bioenergy [214], hydrogen vehicles
[215], fuel cells [216], and all types of EVs (Battery Electric
Vehicles (BEVs), Hybrid Electric Vehicle (HEV), Plug-in
Hybrid Electric Vehicle (PHEV), and Fuel Cell Electric
Vehicle (FCEV)) [217]. The past two decades have wit-
nessed global development and advancement of EV indus-
trialization. As worldwide EV manufacturing and production
grow, the prospects of transitioning to zero-emission trans-
portation have risen, and their cost has fallen. The average
EV price in the US has increased by over 13% compared to
the previous year, hit $66,000 in 2022 [218].

The financial incentives for medium and heavy-duty vehi-
cles, such as purchase-based (down the upfront net purchase
cost) and use-based (decrease in EV operating costs, offer-
ing additional federal tax credit, financial assistance, etc.),
are vital to diminish emissions and make progress toward
climate targets. The US government legislated BUILD
GREEN Act to invest around $500 billion over ten years in
greening public transportation infrastructure by installing
EV charging infrastructure and expanding renewable energy
generation capacity nationwide [216]. Electrification of the
transportation system has considerable national benefits
by (1) creating approximately 960,000 direct and indirect
jobs (installation of solar and wind energy capacity, battery
storage, catenary for commuter rail, and EV charging infra-
structure), (2) human health (the entire bus and railroad fleet
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replacement bring about approximately 4,200 fewer deaths
annually) [219], and (3) reduced GHG emissions (21.5 mil-
lion metric tons of CO, lessened annually). The growth in
annual CO,-equivalent emissions of the worldwide trans-
portation sector may reach 21,000 mega-tones in 2050, a
75% increase in comparison to 2020 when broader and more
ambitious policy portfolios are not made [220].

A deep understanding of the obstacles hindering the
widespread adoption of EVs is crucial to recognize their
immense societal, economic, and environmental advantages,
as well as their significant contribution to strengthening the
power system. This comprehension allows for valuable
insights into the process of EV uptake and the consumers’
needs [221]. The obstacles to widespread EV adoption are
discussed as follows based on EV users’ point of view as
well as policymakers’ perspectives.

EV Users/Consumers’ Points of View Researchers survey
EV users to understand their opinions on individual bar-
riers to EV adoption. For instance, a study in 2012 cre-
ated questions to rank the uptake indicators and concluded
that driving range, price, lack of charging infrastructure,
and safety are the most significant barriers to EV uptake
[222]. They realized that EV uptake is associated with fac-
tors beyond environmental impacts and per-mile running
expenses. Moreover, they found that the respondents ranked
EV prices higher than their environmental impacts [222].
In 2022, another study conducted by a pilot survey with 50
participants showed that the performance of EVs has been
boosted and they are easier and more stable to drive and
operate than before, while the concerns over their adoption
intentions have remained unchanged [223]. Research [224]
categorized the barriers to EV adoption from consumers’
point of view into (1) sales conversion inability, including
supply and choice of vehicles and dealerships, as well as lack
of trust in technology, (2) living with the technology such
as cost of purchase and ownership, charging infrastructure,
driving range, recharge duration, and (3) desirability con-
sisting of soul and character of the vehicle, repair, culture,
lack of fun (such as the absence of gear shifting), emotional
attachment, and others.

Policymakers’ Viewpoints The obstacles to widespread EV
adoption in categorized into five classes, including technical,
policy, economic, infrastructure, and social. The research
has shown that several obstacles still hinder the large-scale
use of EVs, such as a lack of financial support [225]. Poli-
cymakers generally separate technical concerns from social
ones but technical obstacles to EV adoption are challenging
as social barriers [226]. The study [226] mentioned a major
barrier is a technology and policy resistance, where govern-
ment incentives promoting EV adoption may inevitably dis-
rupt the oil companies and automobile companies that have
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made significant investments in supply and production infra-
structure for internal combustion engine vehicles. Another
study [227] highlighted the non-cost barriers. It indicated
that limited outreach activities and awareness are the most
crucial factors restricting EV uptake, followed by user per-
ceptions, limitations in standardization, a dearth of diverse
EV models, and the absence of supportive regulations. The
research study [228] conducted semi-structured interviews
with policymakers and car dealership representatives in Ire-
land. This research indicated that EV deployment progress
is hindered by a lack of consistent promotion and awareness
campaigns, excessive reliance on fiscal instruments, and
weaknesses in an incentive system. Moreover, based on the
conducted survey, the policymakers recommended strategies
such as (1) implementing an emissions-based taxation sys-
tem that exempts EVs from taxes, (2) promoting the utiliza-
tion of PHEVs and HEVs, as an intermediate step towards
the eventual transition to a fully zero-emissions market, and
(3) increasing public awareness around EVs by creating a
social norm through mandatory EV driving lessons.

Yet, the US government seems to pay more attention
to tackling the technical and infrastructure EV uptake
barriers. The new National Electric Vehicle Infrastruc-
ture (NEVI) Formula Program made by President Biden’s
Bipartisan Infrastructure Law has dedicated $7.5 billion
in EV charging infrastructure, $10 billion in clean trans-
portation, and over $7 billion in EV battery components
[229]. However, no funding has been allocated for educa-
tion and public awareness. In short, policymakers mention
other barriers to large EV adoption such as (1) lack of
publicly accessible chargers [230], (2) EV driving range
[231], (3) failure of efficient integrated energy manage-
ment systems for EV and charging stations [232, 233],
and upfront purchase cost [234, 235]. The research has
not adequately investigated the most barriers to EV adop-
tion from policymakers, given their varying priorities and
potential conflicts of interest.

To take full advantage of EVs, more serious barriers to
large-scale EV uptake should be addressed such as sus-
tainably used battery recycling [236] and battery manu-
facturing [237], constructing or upgrading new charging
stations coupled PV-energy storage with multiple charger
types [238], and smooth integration of EVs with RESs
and power systems [239]. Due to the interdependency
of transportation electrification and power systems, the
utilization of EV batteries as ancillary services, backup
resources, and supplying electricity for EVs during a dis-
aster should be addressed. Despite all the EVs’ hurdles
mentioned above, research has shown that they can make a
significant contribution to power system resilience during
outages as follows.
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Fig.5 Various EV integration modes with the electricity grid

Resilience Power Supply through EVs

EVs can help the grid’s resiliency by modulating their
charging level, smoothing peak curves, and filling load
valleys [240]. Besides, EVs can offer diverse services to
the power system by utilizing various charging methods,
including vehicle-to-home or building (V2H/B), vehicle-
to-grid (V2G), as well as one-way controlled charging
(V1G) [241]. As Fig. 5 shows, EVs are integrated with the
electricity grid in four manners. The required EV charge is
supplied in the grid-to-vehicle (G2V) manner, while EVs
as flexible loads, provide ancillary services such as capac-
ity firming and reserves in V2G mode. Vehicle-to-Vehicle
(V2V) enables the energy exchange method to charge
EVs without the need for on-site chargers. It is performed
through both wire/cable and wireless. In Vehicle-to-Home/
Building (V2H/B), a bidirectional EV charger is utilized
to supply electricity from an EV to a building/house via
a DC-to-AC converter system. During a power outage,
transportation electrification can benefit the power sys-
tems through EVs as flexible loads such as V2G and V2H
applications [242]. Indeed, EV batteries can be aggregated
aiming at injecting into the grid edges to address immedi-
ate local/regional critical loads during prolonged power
outages. In addition, EVs can be grouped to energize a
larger critical load such as distribution substations and effi-
cient grid restoration [243]. To realize EV participation in
the power systems (V2G), considerable utilization of EVs
plus the owners’ willingness are needed [244]. A survey
conducted in [245] by experts in the US figured out that
the most valuable integration mode is G2V, and the most
crucial integration issue is battery degradation. The fol-
lowing subsection expounds on the resilient enhancement
strategies via EVs to supply electricity for homes/build-
ings, disrupted critical loads, and damaged microgrids.

Buildings’ Resilience Enhancement via V2H/B As backup
resources, EVs can energize buildings and microgrids during
and after power outages with the advent of V2B technology.
Moreover, as self-healing resources, EV batteries provide
electricity to survive critical loads and recover normal oper-
ation. EVs can operate as backup power [246] or an offline
uninterruptible power supply [247] during a power outage
to maximize the backup duration in buildings. Buildings
under the demand response schemes combine the operation
of the V2B, wind turbine, diesel generator, and PV system
to minimize the energy costs [248, 249] and mitigate the
power volatility in the RESs, providing an opportunity to
increase self-consumption of PV system [250]. Research has
paid attention to the V2H/B and integrated PV-EV under the
home energy management system. For instance, the work
in [251] augmented home resilience by leveraging PEVs to
energize the building during a power outage while maintain-
ing a minimum level of comfort level. Researchers in [252]
have proposed the optimal resilience operation of build-
ings’ energy management under both off-grid and grid-tied
modes by leveraging the battery swapping technology, EVs,
reserve battery, and PV system. One similar study developed
a home-centralized PV system to obtain optimal appliance
automation and reduced residential energy demand. A study
considered the application of V2H technology, PV system,
and EVs [253], and the research [248] pointed out that com-
mercial usage of V2H can maximize locally generated RESs.
Research [254] designed a novel home energy management
system in nearly-zero energy buildings to optimally coordi-
nate smart household appliances, RESs, EVs, and on-site
storage facilities.

Power Systems’ Resilience Enhancement viaV2G EVs can
contribute to the resilience enhancement of the power sys-
tems by leveraging EV self-healing capability [255], EV
batteries as black-start resources [256], and as reactive
power [257]. Moreover, EVs can support the grid to boost
frequency regulation during the restoration phase [258]
and survive critical loads during and after prolonged power
outages [259]. Research [260] proposed a hybrid approach
aiming at improving the resilience of the power distribu-
tion system with the combination use of PHEVs and PV
systems. Another study [261] proposed an autonomous load
restoration architecture based on IEC 61,850-8 — 1 GOOSE
communication protocol to augment feeder-level restoration
in the power distribution network.

Recently, MBTs as mobile energy storage systems and
electric buses have been widely employed in the resilient
restoration of power distribution systems because of their
flexibility [262]. For instance, the paper [263] proposed dis-
patching truck-mounted mobile emergency generators for
resilient emergency responses to natural disasters to survive
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critical loads by forming multiple microgrids. The proposed
framework determined pre-positioning (prior to disaster)
and real-time allocation (on disaster). The research study in
[264] investigated the power restoration strategy by utilizing
EVs in a parking lot for a low-voltage distribution system at
the time of a power outage. The proposed strategy aimed to
develop a weight factors allocation for priority-based sched-
uling of the appliances of residential consumers while satis-
fying the operational constraints. In addition, the researchers
in [265, 266] introduced routing and scheduling of mobile
ESSs coupled with intermittent RESs to ameliorate the resil-
ient restoration of the power distribution network. Research-
ers in [267] mentioned that the power system could rent
some electric buses due to their large capacity and model the
electric bus dispatching and restoration scheduling problem
to boost the resilience of power systems against meteorologi-
cal disasters. But a serious problem that has been blurred in
the research is “how to make incentivized mechanisms for
EVs to participate in ancillary services?”. The paper [268]
investigated a fair incentive mechanism to encourage EV
owners to participate in the load restoration of a modified
IEEE 33-bus distribution system during a disaster. This
study applied the asymmetric Nash bargaining theory to
pay EVs through the contribution indicator. There is a huge
research gap in making incentivized mechanisms aiming at
persuading EV users to participate in the restoration phase.

Resilience Enhancement via Second Life of EV Batteries Bat-
teries are key components of the power system’s resilient
enhancement strategies through EVs. The sustainable man-
agement of lithium-ion batteries after they have been use-
less has caused some concerns because of fast EV uptake
[269]. The used lithium-ion batteries sustain considerable
energy capacity when no longer usable for EVs since their
residual capacities are degraded to 70-80% [270]. Inno-
vative approaches to handling end-of-life electric vehicle
(EV) batteries present significant opportunities for eco-
nomic advancement, environmental stewardship in recycling
and disposal to mitigate battery accumulation in landfills,
preserving value, and sustainably managing raw materi-
als [271]. The second life of EV batteries can contribute
to energy infrastructure resilience in energy arbitrage, grid
support by dispatchable RESs, and electricity demand load-
leveling [272]. The usage of second-use batteries can lessen
GHG emissions and costs in normal operation and provide
electricity for critical loads in emergencies [273]. However,
their deployment heavily depends upon heterogeneous local
conditions, optimal logistics (priority routing strategies), site
selection, and the demand for these batteries [274].

Research [275] designed a techno-economic assess-

ment of second-life batteries to maximize the energy self-
independence of the local energy community. This research
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regarded self-consumption maximization of PV energy,
load shifting and grid balancing needs, and the exploitation
cost of second-life batteries. The article [276] performed
a techno-economical assessment of second-life EV batter-
ies as a backup power to recover wind farms. The research
work in [277] proposed deploying the second life of the EV
battery as stationary energy storage in a residential building
under six scenarios in the presence of demand-side manage-
ment and self-consumption maximization of the PV system.
The scholars in [278] developed a mixed ESS as a backup
resource, including grid-connected vehicles and second-life
batteries to replace the traditional ESS for forced outages
and short-notice maintenance.

Resilience Power Supply for EVs

There are two reasons that a reliable power supply should
be provided for EVs. The first reason is the growth of EV
uptake and electrified transportation. In 2030, it is antici-
pated that the United States will have approximately 26.4
million electric vehicles on its roads [279]. . Secondly,
power outages have the potential to disrupt the power sup-
ply for EVs and their charging infrastructure, especially
grid-connected charging stations. Consequently, a loss of
power supply for EVs, utilized for both personal and public
transportation purposes, can impede mobility and essential
services like public transportation and emergency response
vehicles (e.g., fire trucks, police cars, and ambulances) dur-
ing such events [280]. However, the government and agen-
cies did not set regulations towards power supply for EVs,
unlike gas-fired vehicles, where policies are in place along
designated evacuation routes and emergencies [281].

One of the most crucial steps toward resilience enhance-
ment strategies for EVs is to minimize the effects of power
outages by anticipating the energy required for critical urban
infrastructure, as well as determining the available on-dis-
aster energy resources. The emergency preparedness plans
are divided into short and long-term plans [282]. Long-
term plans take steps to lessen the vulnerability during the
mitigation phase. These preparedness actions acquire more
time and investment and focus on figuring out how various
types of disasters affect the buildings, infrastructure, trans-
portation sector, people’s lives, etc. [27]. . For instance, the
study [283] utilized a planner-attacker-defender model to
ensure the optimal performance of the power system under
nominal operations and attacks, leveraging the combination
of long-term capacity expansion and switch installation.
Moreover, the proposed model optimized the investment
in power system reconfiguration. A long-term resilience-
oriented transmission expansion planning framework was
proposed in [284] aiming at (1) determining the size of the
power outage and its cascading effect by applying an itera-
tive algorithm and (2) minimizing the impact of cascading
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outages in terms of power load curtailment. The second cat-
egory of the emergency preparedness models is short-term
plans utilizing the optimal allocation schemes for available
resources during a disaster [29]. For example, the scholars
in [285] investigated the resilience-oriented pre-hurricane
resource allocation leveraging the generation resources such
as electric buses, diesel oil, and BESSs to serve the critical
outage loads of an IEEE 123-bus system. The resource allo-
cation problem was formulated as a mixed-integer stochastic
nonlinear programming considering the uncertainty derived
from the magnitude and locations of fault.

The research studies on resilience enhancement strate-
gies for EVs are mainly divided into three phases according
to the disaster timeline (1) pre-disaster recovery planning:
an opportunity for communities to respond to disasters and
manage vital recovery issues rapidly, for example, keeping
the essential services up and running. There are several pre-
disaster strategies such as on-site energy storage in charging
stations [286] and deployment of off-grid charging stations
integrated with RESs [287, 288], (2) on-disaster strategies:
the immediate execution of the emergency operations during
a disaster to save lives, protect property, and satisfy basic
human requirements through charging network during short-
notice mass evacuations [289, 290] and resource allocation
approaches with different priorities to supply the power for
EVs and emergency services [291], (3) post-disaster strate-
gies: designing effective strategies for restoration process
(including three steps of start-up generation, reconfigura-
tion, and load restorations) to restore the power system as
fast as possible considering the Cold Load Pick-up (CLPU)
phenomenon and EVs recharging demand [292]. CLPU phe-
nomenon, more likely occurring after a disaster, is called
when the load demand is greater than the regular system
operation and is predicted by model-driven methods (chal-
lenge: information should be gathered from whole loads/
equipment) [293] and stochastic methods (limitations to col-
lect the load performance such as EV loads) [294]. Resil-
ience enhancement strategies for EVs are listed in detail as
follows.

On-Site Stationary ESSs Failure to manage the charg-
ing demand prudently may result in increased daily peak
demand because of transformer and feeder overload, accel-
erating transformer aging, and increased power losses
[295, 296]. A BESS can provide considerable benefits to
the charging stations including (1) acting as a power buffer
to make money for charging station owners (store in BESS
during low-energy demand hours and discharge it during
high-energy prices) [297], as well as reducing the effect
of the extremely fast charging station on the power quality
of power distribution network [298], (2) optimized energy
arbitrage value and peak shaving [299]. Recently, several
EV service providers such as Tesla and EVgo, are unveiling

charging stations equipped with BESS under a solar-pow-
ered canopy to support fast, super, and ultra-fast chargers.
The research has broadly addressed the optimal size of
BESS in charging stations to minimize the operational cost
of charging stations, stress on the grid [300], and average
waiting time in charging stations [301]. Moreover, some
researchers proposed the incorporation of RESs with BESS
within EV charging stations by determining their size and
type to (1) minimize the energy cost associated with the
charging infrastructure [302], (2) reduce the cost of energy
of the EV charging stations and the negative environmen-
tal impact [303], and (3) consider the EV power demand
and EV typologies with various battery capacities [304].
Research in [305] modeled the sizing of BESS for E-bus fast
charging stations by convex programming, considering the
EV drivers’ satisfaction levels and electricity costs. Some
researchers have considered the economic benefits of BESS
in charging stations. For instance, the paper [306] applied
a multi-objective optimization to determine the trade-off
between maximized energy arbitrage and daily income in
the EV market and minimized loss during the BESS opera-
tion cycle. In addition, research [307] proposed the optimal
scheduling model to minimize the charging station operating
costs under the limitations of equipment power, EV travel
demand, and BESS status.

Recently, several studies have paid attention to resilience
enhancement strategies using BESS. For example, [308] pro-
posed a resilience-constrained operation strategy by BESS
to assure the survivability of critical loads after a power
outage. Research [309] developed a quantification method-
ology from energy resilience perspectives considering pho-
tovoltaic generation and electrochemical BESS integrated
into large buildings (such as offices). Moreover, the study in
[310] proposed an optimization model for PEV commitment
considering the time-of-use demand response scheme, PV
system, and BESS.

Grid-Coordinated Operation of Charging Stations Charging
stations should be capable of providing sufficient electric-
ity for their operations and the ever-increasing EV charging
demand. Moreover, charging stations are coordinated with
the upstream network to fulfill the EV demand since BESS
is inadequate and inflexible. The connection of charging sta-
tions to the upstream network may be affected by power out-
ages. To this end, charging stations operate in islanded mode
and RESs integrated with charging stations are conducive
to augmenting the power quality and ensuring the stability
and reliability of the distribution network. The fluctuations
of RES generation necessitate the presence of BESS embed-
ded in charging stations [311]. Figure 6 illustrates the opera-
tion of charging stations integrated with BESS, RESs, and
the grid. Ethernet switch boxes, equipment units, as well
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Fig.6 The integration of charging stations’ equipment including
BESS, charging points, and RESs

as meters are embedded in charging stations, which control
the maximum charging current, feeder connection, and data
communication [312].

Some research highlighted the benefits of integration
of BESS and RESs under the energy management system
of charging stations since RESs provide frequency regula-
tion, peak load shaving, load leveling, and spinning reverse
[313]. For instance, research [314] investigated the multi-
functional capabilities of a grid-connected solar PV system
with BESS to meet the exceeded demands of residential
buildings and EVs. Another research [315] has proposed a
bi-level technique to optimize the size of charging stations
and RESs by minimizing (1) Energy Not Supplied (seam-
lessly minimizing the power loss and boosting the system
voltage magnitude) and (2) the operating cost of PEVs
charging and discharging. Research [316] proposed an opti-
mization framework for the techno-economic feasibility of
solar PV parking lots coupled with PEV infrastructure with
the aim of minimizing the cost of retrofitting parking lots
(net present cost). Similarly, the authors in [317] developed
an optimization framework to determine the optimal sizing
of PV and BESS in extremely fast charging considering the
EV coordinated charging strategy, investment and main-
tenance cost of PV and BESS, purchased energy from the
utility grid, and EV demand. Apart from solar, wind can be
coupled with BESS in charging stations to help support the
V2G system; however, wind energy installation in charging
stations is mainly beside the sea with wider regions acces-
sibility [318]. The study [319] designed a grid-connected
hybrid system (PV and wind) to fulfill the load demand of
EVs and a small shopping complex. The proposed model
minimized the levelized cost of electricity and the power
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supply loss considering the energy exchange to the utility
grid. The paper [320] investigated an interval-based frame-
work to identify the feasibility of leveraging wind energy to
supply electricity to EV charging stations considering the
time interval over which wind speed is averaged, various
turbine manufacturers, and standard high-resolution datasets
of wind speeds.

Battery Swapping Technology Deploying battery-swap-
ping technology as an alternative means of replenishing
EVs offers several advantages. These consist of eliminat-
ing charging duration, potential development into a larger
ESS, mitigating the burden of uncontrolled EV charging
on the power system, and lowering initial purchase costs
[321, 322]. Tesla rolled out a new 90-s battery swapping
technology in the US but ultimately gave it up because of
the cost and utilization challenges [323]. Moreover, large-
scale deployment issues remain a bottleneck for this technol-
ogy, such as limited accessibility, energy estimation, safety
responsibility, high maintenance costs of swapping stations,
not being compatible with EVs, insufficient subsidy poli-
cies, and last but not least, lack of standardization made by
automakers [324]. Research has paid less attention to estab-
lishing battery swapping stations as a long-term resilience
enhancement strategy, for instance, during a mass evacua-
tion. However, many studies focused on battery swapping
station configuration, demand analysis, battery management
mechanisms, and operation policy optimization to minimize
operating costs and maximize revenue.

There exist three mainstream operating scenarios; (/)
centralized charging with battery dispatch: consisting of
a centralized battery station with BESS and a battery dis-
patch van for station-to-station and EV user-to-station. The
research investigated the grid interaction potential with
centralized battery stations, such as multi-energy resource
integration and battery-to-grid management [325, 326], EV
route planning [327, 328], and battery dispatch route plan-
ning [329, 330], (2) distributed battery swapping station:
this type of charging stations can lessen battery transporta-
tion costs and power grid load in comparison to the central-
ized battery swapping stations. Researchers have investi-
gated the closed-loop battery inventory system, placement,
and sizing of distributed battery swapping stations [331,
332], optimal operation of battery swapping stations with
PV systems [333] considering battery degradation [334],
planning and investment [335], real-time operation manage-
ment [336], and (3) micro-battery swapping stations: con-
nected to micro-grids and supplied by RESs such as PV and
wind turbines, and comprising battery storage system, bat-
tery charging system, converter devices, control equipment
of battery-to-battery (B2B) and battery-to-grid (B2G) ener-
gies. Researchers paid more attention to the optimal energy
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management of micro-battery swapping stations [337], and
real-time pricing strategies [338].

Sustainable Off-Grid Charging Stations Grid-connected
charging stations lessen the operating cost and service reli-
ability. Although, prolonged power outages, and thereby
disconnection to the grid, affect the charge service reliabil-
ity and power supply to EVs. Therefore, charging services
cannot rely entirely upon on-station RESs and BESS due to
a small battery, generation sizes, and uncertainty. Moreo-
ver, the energy source of the grid-connected bi-directional
charging stations is a fossil fuel which is not environmentally
friendly, and there is a need to shift from grid-based to clean
off-grids because of frequent natural events. Sustainable off-
grid charging stations have been developed to reduce the
charging stations’ dependency on the grid by leveraging the
RESs (mainly PV and wind) at remote locations where the
grid’s reach is impossible. PV off-grid charging stations are
more feasible as compared to wind-based energy because of
fewer conversion stages to generate power [339]. Research
[340] designed an off-grid PV charging station by assess-
ing the life cycle assessment. Researchers in [341] designed
a stochastic planning model formulated as multi-objective
linear programming for green stand-alone charging stations
powered entirely by RESs. The proposed model optimized
the capacity and technology of BESS and RESs while mini-
mizing the investment cost of off-grid charging stations
considering the uncertainties derived from RESs and EV
electricity demand. The study [342] proposed an optimal
robust sizing of a solar-powered charging station coupled
with BESS to minimize the delivery cost of charging ser-
vices and improve resiliency. Researchers in [343] designed
optimal mass evacuation planning for EVs before a natural
disaster (Florida case study), considering the off-grid charg-
ing stations and limited charging facilities. Research [344]
designed an off-grid charging station powered by solar pan-
els for EVs and hydrogen vehicles, considering the uncer-
tainties posed by solar energy, and the energy demands of
EVs and hydrogen vehicles. Hydrogen vehicles are charged
through an electrolyzing water system that is converted to
hydrogen.

EV Cold Load Pickup after Outages A critical issue at the
load restoration stage is Cold Load Pickup (CLPU), an over-
current condition that occurs when a distribution circuit is
re-energized after an extended period of power outage [345].
To model the CLPU at the load restoration stage, the effect
of power outage duration should be considered since the
attribute of CLPU is influenced by the ambient tempera-
ture and thermal loss over the power outage duration [346].
EVs can contribute to the CLPU after a power outage since
CLPU is usual for any load interacting with the energy stor-
age component [292]. The study [347] proposed a Monte

Carlo simulation method to anticipate the CLPU derived
from EV recharging on the distribution transformers. Some
researchers focused on gauging the actual power outages and
reconnections, aiming at allowing behaviors’ prediction of
real distribution feeders [294]. Researchers pay insufficient
attention to the prediction of EV CLPU after a power outage.
Moreover, considerable researchers have concentrated on the
role of EVs, as a grid supporter, in power restoration of dis-
tribution networks after black-out [348], and they ignored
the CLPU prediction models of EVs in post-disasters.

On-Disaster Utilization of MBTs The unchangeable geo-
graphic sites of the fixed charging stations have some hur-
dles such as higher charging fees, stress on the grid while
charging EVs, lower resiliency in case of power outages,
defective match according to the distribution of the EVs,
and restricted expansion of the EV charging capacity beyond
the grid constraints [349]. MBTs equipped with charging
units and BESS can constitute mobile charging stations hav-
ing the potential to target the accessibility and affordability
issues of charging stations by Spatiotemporal dispatching
of the required electricity for EVs. Moreover, MBTs can
contribute to EV demand fulfillment during emergencies
or disruptions. Recent research has witnessed the advance-
ment in the conceptual design of MBTs with the aim of
decreasing the RESs’ curtailment while restricting the pub-
lic costs of BESS. For instance, the study [350] designed
a logistics system for battery shipment by MBTs between
BESS and charging stations to enable the independent opera-
tion of charging stations. Research [351] proposed an opti-
mal MBTs’ dispatch based on a quantified function of EV
demand prioritization demand considering several factors
such as saturation of charging stations, distance, and socio-
economic indexes. The researchers in [352] formulated the
day-ahead optimal operation of MBTs as a mixed-integer
non-linear programming (MINLP) to serve multiple charg-
ing stations in meeting the EV demands during overload and
on-peak hours.

On-Disaster Resource Allocation to EVs Resource alloca-
tion, also known as resource scheduling, allocates fully or
partially available resources to several critical activities dur-
ing a disaster or a short-term disruption. Scarce resource
allocation among various claimants has been a hot and
active research topic in different fields. Researchers have
proposed various resource allocation techniques, such as
proportional sharing [353] and allocation based on several
rules including the Talmud Rule, Equal Award Rule, Equal
Loss Rule [354], and Fairness-oriented Scarce Resource
Allocation Rules [355]. Other energy resources may need
to be utilized to fulfill the EV demand during a power out-
age because of the failure of charging stations’ services and
restricted power supply. The resource allocation for EVs,
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similar to microgrids’ load shedding, has fairness-related
and prioritization challenges [356]. To this end, research-
ers have attempted to tackle these challenges. For example,
researchers in [357] developed a multicriteria EV prioriti-
zation framework with the aim of fairly assigning available
electricity resources to EVs during power outages. It pointed
out that two parameters of social welfare and community
well-being become parameters of paramount importance
during power outages. In this study, EV prioritization is car-
ried out based on three indexes of social welfare, community
well-being, and individual EV satisfaction, with the com-
bination of five decision variables including trip purpose,
EV occupants, electricity gap, departure time, and customer
behavior. Research [355] modeled a fair load-shedding prob-
lem connecting households to electricity supply based on
several fairness factors, such as fair connection duration,
the required electricity amount, and the demand. This study
mentioned that regardless of fairness, some households
may suffer more than others. Researchers in [358] exploited
the EV user’s preferences and their criterion of charging
selection in terms of economic concepts. This paper cat-
egorized the charging preferences of EV users into three
types of radical, conservative, and balanced. Recent studies
have applied the fairness-oriented charging of EVs during
a disaster considering several factors and priority criteria
such as EV charge needed along with departure and sojourn
times [359], state-of-charge (SOC), slack time for charging
and allocated energy [360], and most urgent deadlines rela-
tive to their residual service time [361]. Moreover, a multi-
server fair queueing model aiming at fair power-sharing
for EVs with limited capacity has been investigated [362].
Although, research neglected the fair resource allocation for
EVs during emergencies considering all potential resources,
such as mobile battery trucks and their optimal dispatches to
respond to charging services on time.

Social Vulnerability to Power Outages

As mentioned earlier, the consequences of power outages
on the economy, environment, healthcare, and people’s life
have pushed the government and researchers to address the
identification of vulnerable systems and failure points aim-
ing at proposing enhancement strategies for power system
resilience. While extended periods without electricity can
cause considerable economic losses and environmental
damage, the potential human catastrophe resulting from the
breakdown of essential services can outweigh the financial
damage suffered [363]. For instance, apart from economic
losses, a winter storm in Texas, in February 2021, deprived
millions of residents of electricity for 5 days. This situation
tragically caused numerous fatalities due to factors such as
carbon monoxide poisoning, severe cold, and worsening
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pre-existing illnesses [364]. After the catastrophic impact of
Hurricane Maria on Puerto Rico in 2017, over 4,600 people
died, with more than a third of these fatalities being linked to
the lack of timely or continuous access to healthcare services
[365]. Researchers introduced the notion of social vulner-
ability in the field of disaster management in 1970. They
acknowledged that vulnerability encompasses not only infra-
structure and technology but also socioeconomic elements
that influence society’s resilience [366]. Social vulnerability
refers to a combination of demographic factors determining
the extent to which communities, people, and their liveli-
hoods are at risk during a disaster. It is commonly defined by
three components: exposure, sensitivity, and adaptive capac-
ities [367]. Exposure relates to the proximity and environ-
mental characteristics of a location, while sensitivity meas-
ures the potential harm to people and their places. Adaptive
capacities refer to the ability of a system to adjust, moderate
effects, and cope with disruptions. The social science com-
munity broadly agrees on the key factors influencing social
vulnerability, which encompass limited access to resources,
political power, and representation, as well as social capital,
beliefs, customs, physical limitations, and the type and den-
sity of infrastructure and essential services [368]. This sec-
tion aims to review the existing literature on quantifying the
social vulnerability against disasters and power outages and
the impact of energy justice and lack of access to reliable
electricity resources on the social vulnerability considering
the socioeconomic measures.

The Quantification of Social Vulnerability Measures
to Power Outages

Extended power outages can have various potential conse-
quences, including health and safety risks, food spoilage,
and disruption of healthcare and essential services such as
water, food, heating, or cooling. Understanding households’
vulnerability to infrastructure service disruptions provides
valuable insights for prioritizing enhancements in infrastruc-
ture resilience to mitigate societal impacts. It is important
to note that the residents are not equally affected, as socio-
economic and demographic factors significantly determine
the severity of individuals’ experiences during such outages.
The most affected people are often those who are medically
vulnerable or disadvantaged, facing difficulties in both pre-
paring for and coping with the aftermath of these events.
The quantification and evaluation of social vulnerability
in the context of power outages and disaster management
has been broadly investigated by researchers. For example,
a widely cited study [368], as a prominent and systematic
effort in social vulnerability analysis, quantified a social vul-
nerability index to assess the vulnerability of all us coun-
ties to environmental hazards. This paper used county-level
socioeconomic and demographic data related to both social
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inequities and location characteristics related to the built
environment to quantify a social vulnerability index such as
personal wealth, age, the density of the built environment,
race, occupation, infrastructure, medical services, education,
and so on. Through a factor analytic approach, a total of 42
variables were condensed into 11 independent factors. These
factors were combined in an additive model to generate a
summary score representing the social vulnerability index.
The obtained results indicated distinctive spatial patterns,
with clusters of highly vulnerable counties observed in met-
ropolitan areas in the eastern regions, southern Texas, and
along the Mississippi. The study [369] answered the ques-
tion “Who is at risk when the power goes out?”. This study
utilized the Truven Health Market-Scan database to deter-
mine the population of privately insured individuals who
relied on electrically powered durable medical equipment to
sustain their lives, concentrating on geographical locations,
age groups, and genders of individuals. The impact of power
outages on health can be significant, with certain populations
being more susceptible. A similar study [370] conducted
a study focusing on New York City residents, particularly
older adults (aged 65 and above) and people with household
members dependent on electric medical devices or requir-
ing assistance with daily activities. A telephone survey was
conducted, and preparedness was defined as having a three-
day supply of drinking water, non-perishable food, and a
functioning flashlight. Out of all respondents, 58% were
prepared, and 46% expressed concerns about health during
power outages. Among respondents with electric-dependent
household members, preparedness levels were higher (70%)
compared to those without such members (56%). However,
only 40% of this group reported being registered with utility
companies for early outage notifications.

Some researchers have explored the relationship between
socioeconomic factors and the economic consequences of
power outages using heuristic models to gauge the effects of
power outages and load reduction on consumers [371]. For
instance, the purpose of the study [372] was to empirically
evaluate how susceptible households are to power disrup-
tions during disasters. The authors utilized a service gap
method to describe the vulnerability of households to inter-
ruptions in infrastructure services. They employed empirical
survey data gathered from Harris County, Texas, following
Hurricane Harvey to ascertain the importance of different
factors influencing household vulnerability. Several fac-
tors were considered in developing the social vulnerability
model, including socioeconomic factors such as age, income
level, minority status, and health issues, and other factors
including availability of power supply, previous hazards
experienced, level of necessity, access to reliable informa-
tion, service expectations, social connections, and length
of residence. The researchers used a stepwise algorithm
to select the most relevant variables. Among the different

models tested, the accelerated failure time logistic model
demonstrated the best fitness in estimating household sus-
ceptibility to power disruptions caused by a disaster. The
model revealed that having backup power, the household
necessity for the service, race, and access to reliable infor-
mation were the most influential factors affecting household
susceptibility to power disruptions. The study [373] pre-
sented a comprehensive framework that merges a geospatial
power system operation model with spatial considerations
of social and economic indices, including population, eco-
nomic activities, essential services, and facilities such as
hospitals, emergency response centers, police departments,
fire stations, schools, and daycare centers. The framework
allowed for the simulation of system component failures and
restoration based on environmental conditions. The authors
applied this framework to analyze the effects of planned or
unplanned power outages. The case study demonstrated that
controlled optimization helps reduce the societal costs of
power outages by redistributing power shortages to regions
with lower costs and partly shifting the costs to other fac-
tors. The scholars in [364] introduced a three-dimensional
measure of social vulnerability that quantifies the extent
to which an individual’s life or livelihood is at risk due to
prolonged power outages. The three dimensions of vulner-
ability include health, preparedness, and evacuation. To cre-
ate a single metric for each dimension, principal component
analysis, and a Euclidean norm model were employed. These
three scores were combined using Pareto ranking to gener-
ate an overall vulnerability score. The study applied a case
study approach focusing on Colorado state, utilizing data
from the 2020 US Census and other relevant federal and
state datasets.

Some studies showed that the impacts on health result-
ing from the power outage are not uniformly experienced
across all socioeconomic groups [374, 375]. Indeed, certain
socioeconomic and demographic factors can increase indi-
viduals’ susceptibility to higher risk levels. For example, the
purpose of the research [376] was to investigate the correla-
tion between power outages resulting from Hurricane Irma
and hospitalization and mortality rates among residents of
nursing homes in Florida using state-administered surveys
to assess the power outage status of nursing home facilities.
Another study in [375] evaluated the potential health con-
sequences of both citywide and localized power outages in
New York City during the period from 2002 to 2014 within
66 electric grid networks, utilizing data from the New York
State Public Service Commission. Both studies indicated
that age is a crucial factor in determining an individual’s
ability to endure a prolonged power outage, and older adults
are generally considered to be more vulnerable compared
to other age groups. Similar to older adults, children are
vulnerable to extreme temperatures, both cold and hot and
power outages have a notable impact on them [377]. A study
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in [378] examined how the policies of RESs in Vermont
address the issues of energy vulnerability. Utilizing an anti-
resilience framework, this study incorporated 569 surveys
and 18 interviews conducted across the state. The findings
revealed that individuals who are low-income, non-white,
and renters experience higher levels of energy vulnerabil-
ity, characterized by inadequate access to affordable energy.
Notably, low-income and renter respondents were more than
three times as likely, while non-white respondents were
seven times as likely, to report instances of lacking heating.

While many studies have focused on developing indi-
ces to measure social vulnerabilities in relation to various
natural disasters, the literature on social vulnerability has
largely neglected the specific context of prolonged power
outages. The enhancement strategies for power system resil-
ience in the face of natural disasters and cascading failures
have primarily taken an engineering-centric viewpoint and
overlooked the social aspect of the issue. In more detail.
power system resilience studies typically rely on strategies
that measure the impact of electricity service disruptions
using metrics such as the energy not served or the value
of the lost load. However, these metrics fail to capture the
non-monetary consequences of power outages [379]. Moreo-
ver, the reviewed social vulnerability indexes are based on
qualitative approaches, and researchers neglected to model
the quantitative approaches for social vulnerability indexes
against prolonged power outages. Most research studies
investigated social vulnerability by leveraging socioeco-
nomic and accessibility factors such as access to public and
educational resources, medical care facilities, and backup
power. However, to the authors’ knowledge, the researchers
have not considered broadly the impact of the distribution
of RESs, and ESSs on the duration of power restoration for
affected people.

The Association between Energy Equity on Social
Vulnerability to Power Outages

The provision of electricity services enables access to fun-
damental amenities such as lighting, heating, and cooling, in
addition to powering indispensable devices and appliances
that are crucial in everyday life. Energy is intricately linked
with social, political, and economic structures, making it a
matter of social justice. These energy systems often dispro-
portionately harm specific segments of society, particularly
low-income communities, and ethnic groups [380]. A reli-
able and affordable electricity supply is also fundamental for
the proper functioning of crucial infrastructure, including
hospitals, schools, and public safety systems, without which
people’s lives, health, and safety could be compromised
[381]. However, many people across the world do not have
access to electricity. According to the IEA, the number of
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people without access to electricity increased in 2022 for the
first time in decades (774 million people) [382].

After experiencing a slowdown due to the pandemic in
2020 and 2021, the number of people without access to
electricity is increased in 2022. It is estimated that approxi-
mately 774 million people will be affected, which is 20 mil-
lion more than the previous year. This increase will bring
the number of people without access to electricity back to
the levels witnessed in 2019. Much of the rise is expected to
occur in sub-Saharan Africa, where almost 80% of those live
in the dark and the number of people affected is approaching
the highest level seen in 2013 [383]. The top-five countries
with the lowest access to electricity in 2022 are the Central
African Republic, Malawi, Burundi, Chad, and South Sudan.
Yet, the vast majority of the US population has had access to
electricity for decades, but some households may still face
challenges in accessing reliable and affordable electricity
[384].

Social Inequity in Power Recovery and Restoration Research
has provided evidence of social inequities within the domain
of power outages that disadvantaged communities face a
higher occurrence of more prolonged power outages. These
disadvantaged communities also bear a greater burden of
the adverse consequences resulting from such outages. For
instance, the study [385] indicated that the blackout caused
by the hurricanes Irma and Maria resulted in an estimated
excess of 1200 fatalities. These excess deaths predominantly
affected individuals belonging to the most socioeconomi-
cally marginalized areas of Puerto Rican society. Current
strategies employed by electric utility companies for restor-
ing power after a disaster do not consider socioeconomic
and demographic measures and political affiliation as fac-
tors when distributing resources for recovery. To this end,
the scholars in [386] developed a novel method that utilized
daily satellite nighttime light data allowing for tracking the
restoration of electricity and both centralized and distrib-
uted power supply systems, including off-grid systems. The
analysis covered all settlements on the island, monitoring
the duration of power outages and recovery times and link-
ing these measures to demographic information obtained
from the census. The results indicated disproportionate
extended power failures in rural municipalities, particularly
in the northern and eastern districts. Unexpectedly, this
paper identified significant disparities in electricity recovery
among neighborhoods within the same urban area, primar-
ily associated with housing density. Notably, low-income
residents, who are most vulnerable to increased mortality
and morbidity risks due to power outages, experienced
longer outages because they resided in less densely popu-
lated, detached housing where electricity restoration lagged.
Another study [387] analyzed data from four major service
regions in Upstate New York during Super Storm Sandy, as
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well as daily operations. By employing non-stationary spa-
tiotemporal random processes that link infrastructure fail-
ures to recoveries and associated costs, the results revealed
that local power failures have a disproportionally large non-
local impact on people. Moreover, extreme weather events
do not necessarily cause vulnerabilities but rather amplify
pre-existing vulnerabilities that may not be readily apparent
in day-to-day operations. The researchers in [388] employed
data/information regarding the deployment of power res-
toration crews, a fresh metric for evaluating government
responsiveness, and a newly developed index for measuring
social vulnerability. They examined the factors influencing
government responsiveness following power outages and
discovered that communities with affiliations to the ruling
party tend to receive more attention from the government.
Conversely, socially vulnerable communities are less likely
to receive prioritized assistance during outage recovery
efforts. This holds true even after accounting for factors like
disaster damage, logistical challenges, economic considera-
tions, and the restoration of essential services. The current
policies for power restoration disproportionately affect
marginalized communities, underscoring the importance of
including power restoration for vulnerable communities as
a key priority in restoration efforts.

Social Inequality in Power Outage Duration There is a clear
demand for developing a social vulnerability metric tailored
to address the unique challenges posed by power outages.
For example, the scholars in [389] conducted a study on the
duration of power outages at the census block group level
in the US by gathering data from the U.S. Census, the U.S.
Geological Survey, and a utility company’s power outage
database. This paper considered various factors, including
the American Indian disadvantage as a correlate of average
outage duration, to understand the causes of inequality in
power outage duration. They realized there may be institu-
tional bias contributing to this inequality. However, when
they applied spatial error regression models, they found that
unequal resilience and service inequalities within the study
area can be more consistently explained by factors such as
proximity to important facilities like hospitals, the average
number of customers affected by outages downstream, and
environmental conditions such as seasonal patterns. Some
scholars investigated social vulnerability to power outages
from an environmental justice perspective. For instance,
the study employed an environmental justice framework to
address whether pre-existing vulnerabilities in Puerto Rico
are related to the rate of electricity restoration following
Hurricane Maria. The scholars anticipated that areas identi-
fied as vulnerable to environmental injustice would expe-
rience slower recovery compared to less vulnerable areas.
Regression analysis was utilized to assess how well three
vulnerability indices (distributive justice, procedural justice,

and justice as recognition), based on environmental justice
variables encompassing factors such as the percentage of
the non-white population, income levels, linguistic isola-
tion, educational attainment, young individuals experiencing
poverty, and seniors living in poverty, predict the restoration
of electricity. The analysis yielded mixed evidence regard-
ing the initial predictions. Alongside environmental justice
factors, additional factors such as terrain and proximity to
electric transmission lines also impacted the rate of recovery,
adding complexity to the recovery narrative. Another similar
study [390] employed Hurricane Irma’s impact on Florida as
a case study to investigate (1) the discrepancies in electric
power outages and recovery rates between urban and rural
counties, and (2) the length of power outages in counties
subjected to tropical storm force winds compared to those
exposed to the hurricane, (3) the relationship between the
duration of power outages and socioeconomic vulnerability.
The findings indicated that counties with a predominantly
rural character, mainly served by rural electric cooperatives
and municipally owned utilities, encountered prolonged
power outages and notably delayed recovery and signifi-
cantly slower and uneven restoration times. A research study
[391] on the impact of Hurricane Sandy in New Jersey dis-
covered variations based on ethnicity in terms of evacuation
duration, power outage duration, self-reported personal/fam-
ily/healthcare effects, and the utilization, need, and acces-
sibility of federally qualified health centers.

Social Inequity in Access to Resources The consequences of
a prolonged power outage are more severe when individuals
or households are unprepared for such events. As described
in the literature, disaster preparedness entails access to
essentials such as clean water, food, medical supplies,
backup power, and an emergency plan. It is associated with
specific socioeconomic and demographic factors [370]. For
example, the researchers in [392] conducted interviews with
42 individuals residing in Highlands and Orange Counties,
Florida, following a hurricane. These interviews encom-
passed a diverse range of socioeconomic indexes, genders,
ages, and neighborhood characteristics. The researchers
realized that households with lower incomes living in dis-
advantaged areas experienced lower resilience during the
storm. In fact, during power outages, individuals with lower
incomes face limitations in acquiring non-perishable food,
backup power, generators, and fuel, which in turn is linked to
heightened stress caused by the blackout. When people plan
to evacuate during an emergency or a prolonged power out-
age, various capacity-related factors can influence or modify
their decision. Some research studies showed that higher
household income [393] and access to resources [385] have
been positively associated with the choice to evacuate.
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On the other hand, lacking reliable transportation serves
as a barrier [394] to evacuation. A study in [395] examined
equity aspects related to community resilience following
Winter Storm Uri in Texas, which resulted in prolonged
power outages affecting over 4 million households. The
research analyzed county-level data on outages and recov-
ery to investigate significant associations between differ-
ent county attributes and their share of outages during the
recovery phase. Using satellite imagery and computer vision
techniques. The findings indicated that a percentage of the
linguistically isolated population and public transport users
displayed positive associations with the group of census
tracts affected by the outage.

Social Inequity in Access to RESs and ESSs The energy jus-
tice research highlights that disadvantaged and energy-poor
households are disproportionately impacted by the inequi-
ties that arise during the transition to sustainable energy.
Both academic literature and policies highlight the poten-
tial of renewable energy communities to promote people’s
involvement in the energy transition and foster a fair transi-
tion. For instance, the paper [396] examined data from 71
European renewable energy communities to investigate how
they fulfill this social role by enhancing participatory pro-
cesses to involve vulnerable groups and provide affordable
energy for households in need. Moreover, the researchers
evaluated how renewable energy communities align with the
three core principles of energy justice (distribution, recogni-
tion, and procedure). However, it is worth mentioning that
one significant consequence is that households already bur-
dened by high energy costs face increased energy insecurity
when prices rise due to the adoption of new technologies
and expanded infrastructure such as RESs and ESSs. These
vulnerable households face the risk of utility disconnection
and experience mental and physical stress as they struggle
to afford essential heating and cooling requirements [397].
But the government and utility companies have attempted to
provide financial incentives to boost people’s involvement in
sustainable energy transition. For example, the Department
of Public Service supported loan programs that enable low-
income households to undertake energy efficiency improve-
ments by providing subsidized interest rates for loans [398].
The study [378] indicated that despite Vermont’s reputation
as a leader in renewable energy, the current policies do not
effectively distribute household transition benefits in a man-
ner that addresses vulnerability equitably. The study further
revealed that non-white respondents were seven times less
likely than white respondents to have solar panels, while
renters were three times less likely compared to homeown-
ers. Interviews conducted as part of the study highlighted
that household transition benefits primarily benefited
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high-income households. The authors argued that these dis-
parities may be attributed to structural discrimination and
policies that allocate household transition benefits based on
disposable income and property ownership. This unequal
distribution of “investment capital” has hindered access for
non-white, low-income, and renting households.

Emerging grid resources like ESSs have the potential to
offer significant environmental and societal advantages. The
study [399] proposed a comprehensive framework consist-
ing of four metrics to identify priority regions for deploying
and dispatching ESSs by integrating spatial-temporal data
on plant electricity generation, air quality standard exceed-
ance days, and population characteristics obtained from the
environmental equity screening tool. The main purpose it to
replace marginal grid air emissions with high environmental
and health effects considering location and time factors,
densely populated areas with poor air quality, particularly
during periods when air pollutant concentrations exceed
regulatory standards. To demonstrate the effectiveness of
our framework, the authors conducted a case study using
ESSs, and DR program to identify regions where emis-
sions reductions can have the greatest marginal benefits.
Another study [400] examined the energy equity and com-
munity benefits of MBTs through an analysis of storage
adequacy for three specific use cases: utility-scale networks
of MBTs assets operating within the distribution system,
MBTs assets utilized for community public transit, and
behind-the-meter personal vehicle MBT assets. Each use
case involved different battery capacities, charging sched-
ules, and grid integration, necessitating an understanding
of the associated equity co-benefits. The study [401] delved
into various strategies for obtaining ESS from the viewpoint
of customers. It explored how behind-the-meter programs
can be organized in a fair manner, ensuring that custom-
ers don’t face a financial disadvantage whether they opt
for front-of-meter or behind-the-meter energy storage solu-
tions. Additionally, the study looked at the possibility of
providing higher incentives for low-income customers in
underprivileged areas, ensuring they have equal access to
the benefits of behind-the-meter energy storage schemes.
Table 2 shows the summarization of the reviewed papers
regarding the social vulnerability index.

Although the existing literature has widely investigated
the impacts of access to RESs, ESSs, backup power, and
emergency services and facilities during disasters, there is a
gap in specifying the effect of EV adoption by low-income
people in disadvantaged regions in power restoration dura-
tion. Moreover, the research neglected the role of equitable
placement of EV charging infrastructure, such as off-grid
charging facilities, in power outage management.
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Conclusion

The well-being of millions of people affected by the cas-
cading effects of disasters such as extended power outages,
heavily depends upon the ability of critical infrastructures
of electric power systems, to withstand and recover from
these outages. Furthermore, the worldwide increasing
demand for electricity has emphasized the significance
of ensuring the power system’s resilience in the face of
disruptions. This paper initially discusses the importance
of addressing the power system’s resilience, followed by
presenting the qualitative and quantitative resilience met-
rics. Then, this paper advocates for a systematic review
of current literature, emphasizing the importance of uti-
lizing advanced technologies to enhance the resilience
of the electric power system including such as RESs,
ESSs, MBTs, as well as off-grid green charging stations
and isolated microgrids. The increasing EV adoption in
transportation presents both challenges and opportunities
for the power sector. With their larger batteries, EVs can
contribute to the resilience of buildings, microgrids, and
power systems by providing services to the grid during
emergencies. The second part of this paper aims to discuss
the substantial contribution of EVs as backup sources to
the electric power system during prolonged power outages
such as utilization of second life of EV batteries or other
applications including V2G, V2H/B, and V2V. Moreover,
the paper emphasizes the need for coordinated planning
and operation strategies to supply EVs with power. The
importance of EVs in various event phases and the need
for updated public policies are highlighted. The last part
of this paper aims to review the literature on the possible
connections between resilience power system, EVs, and
social vulnerability by addressing social inequity in power
outage management, duration, and access to backup power
and resources such as RESs, ESSs, and MBTs.

Future research in this field can concentrate on inves-
tigating the dynamic interplay between EVs and power
systems during extreme circumstances like natural calami-
ties or cyber-attacks. Future research can enrich existing
literature by adopting an interdisciplinary approach, merg-
ing insights from economics and policy studies to gain
a comprehensive understanding of the complex connec-
tions between power system resilience, EV integration,
and societal vulnerability to power outages. Additionally,
integrating case studies from various geographical areas
can offer valuable insights into effective approaches for
boosting power system resilience, leveraging EVs, and
addressing social disparities during power failures. This
study can be expanded by examining the role of backup
power sources and EVs in meeting the electricity demands

@ Springer

of critical infrastructure. Exploring the extent to which
backup power, encompassing ESSs, RESs, and EVs,
can contribute to re-energizing critical infrastructure,
including hospitals, healthcare facilities, and emergency
services, while considering energy accessibility equity,
is crucial. Future research may delve into cutting-edge
technologies like blockchain, artificial intelligence, and
the Internet of Things (IoT), which have the potential to
make power grid resilience and EV integration. Given the
escalating frequency and severity of climate-related dis-
asters, forthcoming review papers could underscore the
significance of power system resilience and EVs in climate
change adaptation, spotlighting strategies for mitigating
risks and fostering adaptive capacity in response to evolv-
ing environmental challenges.
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